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T

FROM THE EDITOR

A week that tested
every layer of defense

his edition covers eight incidents from the

same short stretch of October 2026, and

they touch almost every layer an IT team is

responsible for: the language runtime under

millions of websites, the VPN at the perimeter,

the plugins inside content systems, the browser

on every desk, and the certificate chains that

make HTTPS trustworthy.

Each briefing follows the same pattern, so you

can read it in a few minutes: what happened, why

it matters, how the attack works, how to detect it

and what to do in the next 24 hours. The ratings

are editorial priorities based on active

exploitation and potential impact. They are not

vendor CVSS scores, so always confirm your

exposure against the official advisories listed at

the end.

El Mostafa Ouchen

Cybersecurity & Network Security Analysis

This edition at a glance

# THREAT RATING FIRST ACTION

01 PHP2Shell Emergency
Web servers · runtime security

CRITICAL Upgrade to a fixed PHP release or your distribution's backport.

02 SafePay Ransomware
Credential attacks · backup defense

CRITICAL Enforce MFA on VPN, remote access and every privileged

account.

03 GlobalProtect Exploitation
VPN security · perimeter defense

CRITICAL Upgrade PAN-OS to a fixed release on every GlobalProtect

gateway.

04 WordPress Supply-Chain

Threats

Website integrity · third-party

software

HIGH Check update logs for Rank Math PRO 3.0.123 during the

window.

05 Chrome vs. ClickFix
Browser social engineering

HIGH Turn on Chrome Enhanced Protection through managed browser

policy.

06 AI-Powered Website

Intrusions
Automated reconnaissance · web

defense

HIGH Inventory every internet-facing application, subdomain and

admin panel.

07 eMudhra Certificate Crisis
Public key infrastructure · digital trust

CRITICAL Update browsers, operating systems, Go and other runtimes.

08 CISA KEV Additions
Vulnerability management

HIGH Find every Plex, Siemens Software Center and SiteGuard

installation.
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P
HP runs a large share of the web, from small business

sites to enterprise portals. The two flaws disclosed as

PHP2Shell sit in the runtime itself, so they matter before

any application code runs. A specially crafted request can

corrupt memory and lead to remote code execution on the

server.

The PHP project has shipped fixed releases for every

supported branch, plus source-only backports for 7.4, 8.0

and 8.1. Those older branches are out of upstream support,

so teams running them depend on their distribution or

must upgrade. Where a server cannot be patched quickly,

the UK NCSC advises taking it offline.

KEY FACTS

CVES

CVE-2026-109618 · CVE-2026-

109619

AFFECTED

PHP serving web requests: PHP-

FPM, Apache mod_php, php-cgi,

FrankenPHP, LiteSpeed

FIXED IN

PHP 8.5.12 · 8.4.27 · 8.3.36 ·

8.2.35

STATUS

Working exploit demonstrated;

Cloudflare WAF rules deployed

BRIEFING 1 OF 8  ·  WEB SERVERS · RUNTIME SECURITY CRITICAL

01
PHP2Shell Emergency
Two leaked PHP flaws can hand an attacker code execution from

a single unauthenticated request. Fixed releases are out and

exploit attempts have begun.

ACT NOW

1 Upgrade to a fixed PHP release or

your distribution's backport.
2 Restart PHP-FPM, Apache or

Nginx so the patched runtime is

loaded.

3 Hunt for web shells, crashes and

unexpected child processes.

SOURCES Help Net Security  ·  The Hacker News

FULL VISUAL BRIEFING ON THE NEXT PAGE →
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https://www.helpnetsecurity.com/2026/10/21/php2shell-php-vulnerabilities-patched-cve-2026-109618-cve-2026-109619/
https://thehackernews.com/2026/10/php-issues-emergency-patches-for-two.html
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S
afePay is a financially motivated double-extortion

operation. Its operators steal data first, then encrypt

systems and threaten to publish what they took. Victims

span critical-infrastructure sectors in North America, South

America, Europe and Australia.

What sets this group apart is how deliberately it removes

the way back. The advisory describes operators stopping

the Volume Shadow Copy Service and resetting network-

attached storage that holds backups to factory settings.

Some victims lost every network backup before

negotiations began. Offline, immutable backups with

separate credentials are the control that decides the

outcome.

KEY FACTS

ADVISORY

AA26-293A · 20 October 2026

AGENCIES

CISA, FBI, U.S. Secret Service,

with German and UK law

enforcement

VICTIMS

600+ organizations since August

2024

WAY IN

Exposed credentials, phishing,

brute force, vulnerable edge

systems

BRIEFING 2 OF 8  ·  CREDENTIAL ATTACKS · BACKUP DEFENSE CRITICAL

02
SafePay Ransomware
CISA, the FBI and international partners warn that SafePay has

hit at least 600 organizations, and that it destroys backups before

it asks for money.

ACT NOW

1 Enforce MFA on VPN, remote

access and every privileged

account.

2 Patch internet-facing edge

devices listed in the advisory.
3 Confirm an offline, immutable

backup exists and test a restore.

SOURCES CISA advisory AA26-293A  ·  GBHackers

FULL VISUAL BRIEFING ON THE NEXT PAGE →
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https://www.cisa.gov/news-events/cybersecurity-advisories/aa26-293a
https://gbhackers.com/safepay-ransomware-attack/
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G
lobalProtect gateways are front doors into enterprise

networks. CVE-2026-0257 lets an unauthenticated

attacker forge the cookies that GlobalProtect uses to skip

repeated logins, and so open a VPN session as another user,

including administrators.

Palo Alto Networks disclosed the flaw in May 2026 and CISA

added it to the Known Exploited Vulnerabilities catalog on

29 May. October reporting ties it to ransomware intrusions,

where attackers followed the VPN session with credential

relay and lateral movement. Patching closes the hole, but it

does not remove an attacker who is already inside.

KEY FACTS

CVE

CVE-2026-0257 · forged

authentication-override cookies

VENDOR SCORE

CVSS 7.8 (rated Critical here for

active ransomware use)

AFFECTED

PAN-OS GlobalProtect with

authentication-override cookies

enabled

FIXED IN

PAN-OS 12.1.7+, 11.2.12+, 11.1.15+

and listed hotfixes

BRIEFING 3 OF 8  ·  VPN SECURITY · PERIMETER DEFENSE CRITICAL

03

GlobalProtect
Exploitation
Ransomware crews are using a GlobalProtect authentication

bypass to open VPN sessions without valid credentials, then

moving straight into the network.

ACT NOW

1 Upgrade PAN-OS to a fixed

release on every GlobalProtect

gateway.

2 Disable authentication-override

cookies or give them a dedicated

certificate.

3 Review VPN logs for sessions

without MFA and rotate exposed

credentials.

SOURCES Arctic Wolf  ·  SentinelOne

FULL VISUAL BRIEFING ON THE NEXT PAGE →
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https://arcticwolf.com/resources/blog/cve-2026-0257-pan-os-globalprotect-authentication-bypass/
https://www.sentinelone.com/vulnerability-database/cve-2026-0257/
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S
ite owners install plugins from sources they trust,

which is exactly why supply-chain attacks work.

Anyone who downloaded or updated Rank Math PRO during

the twelve-hour window may have received a backdoor that

rebuilds itself on every page visit, so deleting one file is not

enough.

In a separate campaign, attackers used stolen

UpdraftCentral management keys to push backdoors to the

sites those keys control. One leaked key can reach many

websites at once. Treat any site touched by either incident

as compromised until it has been restored from a clean

backup and its secrets have been replaced.

KEY FACTS

RANK MATH PRO

Version 3.0.123 was malicious;

clean 3.0.124 released

WINDOW

15 Oct 2026, 20:02 UTC to 16

Oct, 07:12 UTC

UPDRAFTCENTRAL

Stolen management keys used to

plant backdoors

INDICATOR

Connections to rank1cdn[.]com

BRIEFING 4 OF 8  ·  WEBSITE INTEGRITY · THIRD-PARTY SOFTWARE HIGH

04

WordPress Supply-

Chain Threats
A trojanized Rank Math PRO update and stolen UpdraftCentral

keys turned trusted WordPress tools into a delivery route for

backdoors.

ACT NOW

1 Check update logs for Rank Math

PRO 3.0.123 during the window.
2 Restore affected sites from a

backup made before 15 October,

then install 3.0.124.

3 Rotate UpdraftCentral keys,

admin passwords and API secrets.

SOURCES SecurityWeek  ·  BleepingComputer

FULL VISUAL BRIEFING ON THE NEXT PAGE →
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https://www.securityweek.com/rank-math-pro-wordpress-plugin-compromised-in-supply-chain-attack/
https://www.bleepingcomputer.com/news/security/stolen-updraftcentral-keys-used-to-backdoor-wordpress-sites/
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C
lickFix needs no exploit. A malicious page shows a

convincing "verify you are human" box or repair

prompt, places a command on the clipboard and tells the

user to paste it into the Run dialog or a terminal. The user

then launches the malware with their own hands, which

slips past many traditional controls.

Google's new check scrubs personal data from the copied

text, sends it to Safe Browsing for analysis and warns if the

command is dangerous. It only works with Enhanced

Protection turned on. Browser warnings help, but limiting

script interpreters for standard users and teaching staff one

simple rule do more.

KEY FACTS

THREAT

Fake CAPTCHA, error or update

pages that ask users to paste a

command

NEW DEFENSE

Chrome Enhanced Protection

analyzes copied commands via

Safe Browsing

ANNOUNCED

October 2026

COMMON TOOLS

PowerShell, mshta, wscript, curl,

the Run dialog

BRIEFING 5 OF 8  ·  BROWSER SOCIAL ENGINEERING HIGH

05
Chrome vs. ClickFix
Chrome now checks commands that users copy from web pages

and warns before a fake CAPTCHA can talk someone into

running malware.

ACT NOW

1 Turn on Chrome Enhanced

Protection through managed

browser policy.

2 Restrict PowerShell, mshta and

wscript for standard users.
3 Tell staff: never paste a command

that a website asks you to run.

SOURCES The Hacker News  ·  9to5Google

FULL VISUAL BRIEFING ON THE NEXT PAGE →
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https://thehackernews.com/2026/10/google-chrome-adds-clickfix-warnings-to.html
https://9to5google.com/2026/10/20/safe-browsing-enhanced-protection-updates/
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T
he agents worked from terse instructions and probed

targets for hours without a human at the keyboard.

When one public application had no obvious weakness, the

agents found a related control panel and exploited a data-

processing flaw there to run commands.

The lesson for defenders is economic. Attacks that once

needed a skilled operator's time can now be run against

hundreds of sites at once for little money, so small and mid-

sized organizations are no longer too minor to target.

Forgotten admin panels, slow patching and missing rate

limits are what the agents find first.

KEY FACTS

REPORTED

Reuters exclusive, 19 October

2026

SCALE

100+ companies breached out of

1,200+ sites attempted

COST

About US$5,000 in AI tokens in

total

SPEED

Successful intrusions took about

23 hours on average

BRIEFING 6 OF 8  ·  AUTOMATED RECONNAISSANCE · WEB DEFENSE HIGH

06

AI-Powered
Website Intrusions
A Reuters investigation found one hacker using AI agents to

break into the websites of more than 100 companies, for about

US$50 per breach.

ACT NOW

1 Inventory every internet-facing

application, subdomain and admin

panel.

2 Put a WAF and rate limiting in

front of public apps and APIs.
3 Alert on scanning bursts followed

by new admin accounts or file

changes.

SOURCES Reuters via BNN Bloomberg  ·  The Next Web

FULL VISUAL BRIEFING ON THE NEXT PAGE →
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https://www.bnnbloomberg.ca/business/artificial-intelligence/2026/10/19/how-one-hacker-used-ai-agents-and-a-few-thousand-dollars-to-break-into-scores-of-sites-reuters-exclusive/
https://thenextweb.com/news/ai-agents-hacker-cairn-100-sites-deere-norforge
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I
ntermediate certificate authorities sit between trusted

roots and the certificates that websites present. A script

used in April 2025 produced a second set of weak keys, and

eMudhra mistakenly signed with them. With an

intermediate key in hand, an attacker could issue

certificates that systems would trust.

Major browsers blocked the certificates quickly. The longer

tail is software that ships its own trust store or never checks

revocation: appliances, embedded systems, older runtimes

and some command-line tools. Those systems can keep

trusting the compromised chains until someone updates

them.

KEY FACTS

SCOPE

8 intermediate CA certificates

revoked

ROOT CAUSE

Flawed key generation produced

trivially recoverable P-384 keys

BROWSERS

Mozilla and Chrome blocked 17

Oct; Apple 19 Oct 2026

ALSO FIXED

Go 1.27.3 and 1.26.10 (CVE-2026-

111943)

BRIEFING 7 OF 8  ·  PUBLIC KEY INFRASTRUCTURE · DIGITAL TRUST CRITICAL

07

eMudhra
Certificate Crisis
Eight eMudhra intermediate CA keys were so weak that anyone

could recover them. Browsers moved within days; custom trust

stores may still be exposed.

ACT NOW

1 Update browsers, operating

systems, Go and other runtimes.
2 Find certificates issued under the

affected eMudhra chains and

replace them.

3 Check appliances and apps with

bundled or pinned trust stores.

SOURCES BleepingComputer  ·  Google Security Blog

FULL VISUAL BRIEFING ON THE NEXT PAGE →
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https://www.bleepingcomputer.com/news/security/mozilla-google-apple-block-compromised-emudhra-ca-certificates/
https://blog.google/security/protecting-chrome-and-android-users-from-compromised-emudhra-intermediate-ca-certificates/
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T
he Known Exploited Vulnerabilities catalog lists flaws

that attackers are already using. That makes it one of

the most practical patch-priority lists available, for any

organization and not only U.S. federal agencies, which are

required to act on it.

The Plex entries are chained: together they allow

unauthenticated remote code execution on exposed Plex

Media Server installations, which attackers have used to

deploy crypto miners and proxy malware. Plex often runs

quietly on home-lab and small-office machines that nobody

tracks, so the first job is finding it.

KEY FACTS

PLEX2SHELL

Plex Media Server · CVE-2026-

96652, -96654, -96655, -96656

SIEMENS

Software Center · CVE-2026-

110936 (DLL sideloading)

SITEGUARD

Server Edition · CVE-2026-

106931 (command injection)

DEADLINE

Federal agencies: Plex fixes due

23 October 2026

BRIEFING 8 OF 8  ·  VULNERABILITY MANAGEMENT HIGH

08
CISA KEV Additions
CISA has added a chained Plex Media Server attack, a Siemens

Software Center flaw and a SiteGuard command injection to its

exploited-vulnerabilities list.

ACT NOW

1 Find every Plex, Siemens

Software Center and SiteGuard

installation.

2 Apply vendor fixes; remove Plex

from direct internet exposure.
3 Check affected hosts for new

accounts, tasks and unknown

processes.

SOURCES BleepingComputer  ·  CISA KEV catalog

FULL VISUAL BRIEFING ON THE NEXT PAGE →
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https://www.bleepingcomputer.com/news/security/cisa-hackers-chain-plex-flaws-in-plex2shell-attacks-to-breach-servers/
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
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Where this reporting comes from

01 PHP2Shell Emergency

Help Net Security www.helpnetsecurity.com

The Hacker News thehackernews.com

02 SafePay Ransomware

CISA advisory AA26-293A www.cisa.gov

GBHackers gbhackers.com

03 GlobalProtect Exploitation
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BleepingComputer www.bleepingcomputer.com

Google Security Blog blog.google

08 CISA KEV Additions

BleepingComputer www.bleepingcomputer.com

CISA KEV catalog www.cisa.gov

METHODOLOGY

Ratings of Critical or High are editorial priorities based on

confirmed exploitation and potential business impact.

They are not vendor-assigned CVSS scores. Confirm

product exposure, affected versions and remediation steps

against the official vendor advisories before acting.

ABOUT THE VISUAL BRIEFINGS

The full-page diagrams are AI-rendered illustrations of the

attack flows. They are explanatory and should not be read

as forensic screenshots or as definitive indicators of

compromise.
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