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CYBER EXECUTIVE BRIEFING

What matters today

Two of today's top stories turn routine maintenance into an entry point. A WordPress core flaw is
exploitable during the seconds a site spends updating itself, and a Linux hosting security product's own
update channel delivered a root-level data thief. Elsewhere: a Russian espionage campaign is hitting
phones that missed patches, and two ransomware cases show attackers going straight for backups.

Patch WordPress and cPGuard users: Protect the recovery
close the staging path assume root secrets layer

Move every site to 7.1.4 or are exposed Update Synology DSM and
its branch fix (for example If a server was online take NAS management off

7.0.8 or 6.9.11). Before you between 02:08 and 03:20 the internet. Isolate
update, deny web access UTC on November 2, backup servers and their

to /wp-content/upgrade/ . update it, confirm the stored credentials: the
CISA's federal deadline is attacker's files are gone, 3AM intruders started with
November 6. [1] [2] [3] and rotate root, SSH, Veeam. [15] [17]

database and cloud

secrets on every system

that trusted it. [7] [8]

IN THIS ISSUE STATUS AT CUTOFF
03 WordPress core: attackers race the update STORY EXPLOITATION FIX
window WordPress ® CISA KEV Yes: 71.4 +
. CVE-2026- backports
06 cPGuard: a security tool's update channel 119977
turned on its customers
cPGuard update @ Confirmed Clean update
09 APT29 mobile: one page visit, three n-day channel incident 5.88.26
exploit chains
APT29 mobile ® Observed Yes: all flaws
1 3AM ransomware: backups, domain trusts and chains campaign patched
a suspected Al loop 3AM school Single case Not
intrusion study applicable:
13 Synology NAS: C3RB3R targets outdated DSM
controls
14 Briefs: Drupal Commerce, ChainaIYSiS,' Syno|ogy ® Vendor- Yes: current
corrections C3RB3R confirmed attacks DSM
15 Defender's Action Desk Drupal @ Per Drupal Yes: 8.x-2.41/
Commerce Core advisory 3.313
16 Awareness lesson and free subscription Evidence labels used in this issue: CONFIRMED

REPORTED MAG212 ANALYSIS UNKNOWN
17  Source register and publication notes

Continuity: this edition supersedes a 05:43 PST draft of today's issue. Stories were re-verified, and one
misdated item was removed (page 14).
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LEAD STORY - ACTIVELY EXPLOITED

CYBER VULNERABILITIES / WEB PLATFORMS

WordPress core: attackers race the update window

CVE-2026-119977 lets an unauthenticated attacker reach a copy of the WordPress installer during the
few seconds a full-package core update runs. CISA added it to the KEV catalog on November 3.

Fix released: Oct 28, 2026 Advisory: Oct 29

New today: KEV listing

What happened

CONFIRMED WordPress 7.1.4 shipped on October 28 with
backported fixes for every branch back to 4.7. Among its
fixes is a race condition in the core update process. The
project's advisory says a complete-package update
unpacked the new files into a predictable directory inside
the web-served upgrade folder. An unauthenticated
attacker who won a race against that extraction could
reach remote code execution. [3]

CONFIRMED On November 3 CISA added the flaw to its
Known Exploited Vulnerabilities catalog as a "time-of-
check time-of-use" race condition, citing evidence of
active exploitation. The catalog marks it for forensic
triage under BOD 26-04, with a due date of November 6
for federal agencies. [1] [2]

REPORTED Severity ratings disagree. WordPress rates
the issue Low. Wordfence, the CVE Numbering Authority,
assigns CVSS 3.1 8.1 (High) with high attack complexity.
Wordfence also reported automated polling for the
staging path within hours of the release. [5] [6]

Who is affected

CONFIRMED \WordPress core 4.7.0 through 7.1.3 on every
branch. Each branch has its own fixed release, such as
71.4,7.0.8, 6.9.11, 6.8.12, 6.7.11 and so on down to 4.7.39.
Sites on 4.6 or older receive no fix. [3] [4]

4.7 > 71.3

CWE-367

Time-of-check / time-of-
use race

Affected core range, every
branch

KEV added: Nov 3

Federal due date: Nov 6

MAG212 ANALYSIS Exposure needs three things: a full-
package core update must run, the staging folder must
be reachable over HTTP, and an attacker's request must
land inside the window. Automatic background updates
count as well. The update to 7.1.4 runs under the old
code, which is why researchers advise blocking the
directory before updating. [5]

How the attack works

CONFIRMED Patchstack explains that, before 7.1.4, the
extraction folder name came from the package itself, so
it was guessable. The cleanup routine also deleted the
index.php that normally prevents directory listing.
During an update, a full WordPress copy, including wp-
admin/setup-config.php, briefly sat at a browsable path.
An attacker who hits it can run the installer against a
database the attacker controls. [4]

CONFIRMED \Version 7.1.4 appends 16 random characters
to the folder name, keeps index.php in place, and never
copies wp-config.php out of the working directory. [4]

UNKNOWN Public sources do not say how many sites
were compromised, or what attackers did after a
successful race.

81vs Low Nov 6

CNA CVSS score vs
WordPress's own rating

CISA KEV due date;
forensic triage flagged

Why this matters beyond federal agencies. MAG212 ANALYSIS \WordPress runs a large share of small-
business, school and agency websites, and many are on managed hosting where nobody watches the
update logs. CISA's forensic-triage flag means agencies must check whether a site was compromised
before it was patched. Private organizations should take the same approach: patching closes the hole, but

it does not reveal what came through it.
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VULNERABILITIES / WEB PLATFORMS - INVESTIGATION

CONCEPTUAL MODEL - BASED ON WORDPRESS ADVISORY GHSA-4w3m-c66w-69mg AND PATCHSTACK ANALYSIS

WORDPRESS UPDATE Unpack into

(full package) reIeDa(;\évm:CaI?a o wp-content/upgrade/
P 9 <predictable dir>

Copy files Clean up
into place staging folder

RACE WINDOW: seconds, on every full-package update

Repeatedly requests .../Jupgrade/<dir>/wp-admin/setup-config.php PHP execution
(no login) guessed staging path installer reachable if request lands in window as web-server user

INTERIM CONTROL
Random 16-character folder suffix - index.php kept Deny HTTP access to /wp-content/upgrade/ at the
wp-config.php never copied out of staging web server, before you run the update

= \ulnerable window attacker path (reported abuse) vendor fix == recommended defense

Figure 1. The upgrade-window race. Amber marks the vulnerable window; red dashed arrows show the attacker path
described in advisories and research. Timings are illustrative, not measured. MAG212 CYBER original diagram, based on [3]
[41.

What defenders should look for How to investigate
e Web logs: requests for PHP files under /wp- o Inventory every site and its core version, including
content/upgrade/ , especially setup-config.php, and staging and forgotten microsites.

bursts of repeated polling from a single source. [5] Pull web-server access logs covering October 28 to

o Site state: administrator accounts, plugins or PHP today. Search for /wp-content/upgrade/ paths.

files nobody on your team created. (5] e Verify core checksums. Review administrator

 Timing: line up suspicious requests with your core accounts and recently changed PHP files.
update times. Hits outside an update window may be

. 0 If a staged-installer request returned 200, treat the
scanning, not a successful race.

site as potentially compromised and escalate.
MAG212 ANALYSIS Evidence limits. A 404 response is

normal outside the window and proves nothing either
way. Managed hosts may keep only short log history, and
a security plugin running inside PHP will not see these
requests. Patchstack notes the staged copy loads its own
files, so the site's PHP firewall never runs for that
request. [4]

Linux - bash - WP-CLI READ-ONLY

Run as the site's system user from the WordPress root. Log paths vary by distribution and host. SITE ROOT is a placeholder.

cd SITE ROOT
wp core version # expect a fixed release for your branch
wp core verify-checksums # compares core files with WordPress.org

wp user list --role=administrator --fields=ID,user login,user registered

find wp-content/upgrade -mindepth 1 -maxdepth 3 -1s # normally only index.php
sudo zgrep -E '/wp-content/upgrade/[~" ]*\.php' /var/log/nginx/access.log*

How to read it: checksum warnings, new administrators or a 200 response to an upgrade-path PHP request all mean the site
needs investigating. Syntax reviewed against official documentation. Not executed against live systems for this issue; output is
not shown because none was produced.
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CYBER VULNERABILITIES / WEB PLATFORMS - RECOVERY

How to contain and remediate Web server rule - NGINX /

o Block first. Deny HTTP access to /wp- Apache 2.4
contfant/upg radey) at the web server or CDN, then Root or sudo. Edit the site's server/vhost configuration;
confirm the folder cannot be browsed. [4] 5] test it before you reload. SITE DOCROOT is a placeholder.

@ Urdate. Install 7.1.4 or the fixed release for your # NGINX: in the site's server { } block
branch. Plan migrations for sites on 4.6 or older,

which get no fix. [3] [4]

MAKES A CHANGE

location ~~ /wp-content/upgrade/ {
deny all;

Preserve evidence before cleaning a suspected site: }

logs, a file listing with timestamps, and a database sudo nginx -t

export. sudo systemctl reload nginx

# Apache 2.4: in the VirtualHost
<Directory "SITE DOCROOT/wp-content/upgrade">
Require all denied

and files. If the site was compromised, rebuild from
known-good core and plugins plus verified content.

Rotate database credentials, WordPress salts,
hosting control-panel and SFTP passwords for any
site with evidence of compromise.

o Clean or rebuild. Remove unknown administrators

</Directory>
sudo apachectl configtest

sudo systemctl reload apache2

MAG212 ANALYSIS The Apache rule belongs in the virtual WordPress writes to this folder through the filesystem, not

host, not in a file inside upgrade/ : before 7.1.4, update over HTTP, so updates keep working. If WordPress lives in a

cleanup deleted files in that folder. [4] subdirectory, adjust the path. Syntax reviewed against
official documentation. Not executed against live systems
for this issue; output is not shown because none was
produced.

How to verify recovery Prevention and awareness

e curl -sI https://SITE/wp-content/upgrade/ returns ¢ Administrators: keep background updates on, but pair
403, not a listing or 200. them with web-server deny rules for staging and

e wp core version shows the fixed branch release, and upload paths.
wp core verify-checksums passes. e MSPs and agencies: report core versions across all

« The administrator list matches your approved roster, client sites centrally. A fleet view finds the forgotten
and no unexpected PHP files remain. site.

« Front-end pages, login, checkout and forms work. o Decision-makers: a "Low" vendor rating can coexist
Watch logs for 72 hours. with a CISA KEV listing. Prioritize by exploitation

evidence, not the label alone.

On managed hosting and can't edit server config? Ask your host to confirm three things: that /wp-
content/upgrade/ is blocked at its web or CDN layer, which core version each of your sites is on, and
whether its logs show requests to that path since October 28. Keep the answer in writing as your evidence
of mitigation.

Fixed releases by branch (from the WordPress advisory): 71.4 - 7.0.8 - 6.9.11- 6.8.12 - 6.7.11 - 6.6.11- 6.5.14 -
6.414 -6.314 - 6.215 - 6.1.16 - 6.0.18 - 5.9.20 - 5.8.19 - 5.7.21- 5.6.23 - 5.5.24 - 5.4.25 - 5.3.27 - 5.2.30 - 5.1.28 -
5.0.31-4.9.35-4.8.34 - 4.7.39 [3]
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CYBER SUPPLY CHAIN / LINUX HOSTING

CONFIRMED INCIDENT - VENDOR DISCLOSURE NOV 3

cPGuard: a security tool's update channel turned on its

customers

An attacker posing as a customer broke into OPSSHIELD's billing and licensing server, stole the key used
to publish updates, and shipped a fake update. The fake update ran as root on about 2,950 Linux hosting

servers.
Fake update delivered: Nov 2, 02:08-03:20 UTC

Status: vendor rebuilding

What happened

CONFIRMED OPSSHIELD's incident disclosure sets out
the sequence. On November 1 the attacker probed the
billing portal, registered a customer account under a
false identity, and installed a free trial to study how the
agent contacts the licensing system. That evening the
attacker gained command execution on the billing and
licensing server. Between 02:04 and 02:09 UTC on
November 2, using a stolen access key, the attacker
uploaded a fake update. cPGuard agents installed it from
02:08 to 03:20. [8]

CONFIRMED OPSSHIELD estimates about 2,950
customer servers ran the script. It also says roughly
7,900 billing-portal records were copied, containing
names, companies, postal addresses, emails and bcrypt
password hashes. [8] [10]

REPORTED Early reporting varied: one count gave 2,946
servers, and one article said distribution stopped "within
12 hours." Use the vendor disclosure's install window,
02:08-03:20 UTC, for scoping. [9] [11]

Who is affected

CONFIRMED Any server where cPGuard was online and
checked for updates during the window. Because agents
poll at intervals, some servers never received the script.
The vendor's advisory and press reports hame versions
5.88.12-5.88.19 as the poisoned builds. [71 [9] [11]
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Disclosure: Nov 3

Coverage updated: Nov 4

CONFIRMED OPSSHIELD says an absent record in its
server-lookup tool does not prove a server was
unaffected. [8]

How the attack works

CONFIRMED The script copied /etc/shadow,
/etc/passwd, /root/.ssh (private keys, authorized_keys
and known_hosts), /root/.my.cnf and root shell history.
On a small number of servers it also took /root/.s3cfg.
It uploaded the data to OPSSHIELD's own licensing
server under a compromised account for later collection,
and left a hidden setuid root shell and a cron task. The
vendor describes it as a short script, not a long-term
implant. [7] [8]

UNKNOWN OPSSHIELD had not, at its last update,
explained how the update key was originally obtained. [11]

Why it matters

MAG212 ANALYSIS Removing the files does not un-leak a
private key. Every system that trusts this server's root
SSH key, database credentials or cloud keys now sits
inside the incident scope, even if the update never
reached it.
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SUPPLY CHAIN / LINUX HOSTING - INVESTIGATION

ATTACK SEQUENCE AS DISCLOSED BY OPSSHIELD - TIMES UTC

STAGE 1 - VENDOR SIDE

1NOV 15:38 1NOV 16:34
Probes billing Fake customer + Command execution on Takes update-
portal free cPGuard trial billing/licensing server publishing access key

STAGE 2 - CUSTOMER SERVERS

Uploaded to vendor's own /etc/shadow - /root/.ssh ~2,950 agents install; Fake update uploaded
licensing server .my.cnf - history - .s3cfg script runs as root to update storage

STAGE 3 - DOWNSTREAM TRUST TO ASSESS (MAG212 ANALYSIS)

Servers that trust this ' MySQL root and app Cloud/S3 keys and Hidden root shell +
host's root SSH key database credentials secrets in shell history cron task left behind

disclosed attacker activity === exposure to investigate

Figure 2. cPGuard compromise as disclosed by OPSSHIELD (stages 1-2) and the downstream exposure MAG212
recommends assessing (stage 3). MAG212 CYBER original diagram, based on [7][8].

What defenders should look for VENDOR-PUBLISHED SHA-256 HASHES

« Artifacts: /etc/cron.d/i93677, /var/tmp/.i93677/, cpguard-v58812-i91511.sh

/var/tmp/.cpg91511 sh (setuid root shell), and scripts 2c2acd988da531d133d0el71245¢c49bf
named cpguard-v58812-i91511% . sh . (8] 157812781837543d18c95¢8410eabd38

¢ Network: contact with the attacker addresses the cpguard-v58812-i91511b.sh
vendor published (94.183.188.91, 5.182.208.167, ffd7a47f65fa1244429baa936ae94be5
5.182.208.206 ), and the fake user agent 4676b53d2188bc39564f24e22011de8a

cPGuard/5.88.11. [8]
cpguard-v58812-i91511c.sh
d73919af84bf46de941db85e27fdlabc

65701ef9ce6cf33bb27¢c5397f4a41c26

e Authentication: SSH logins with root keys or
passwords from unfamiliar sources after 02:08 UTC
on Nov 2, both on this host and on hosts that trust its

keys. cpguard-v58812-i91511d.sh
MAG212 ANALYSIS A missing artifact may simply have 6add0201e9a3d02de772d561d05e0da8
been removed by the clean update. It does not mean 6eb1c538686753b7adcc3aedf736677
secrets stayed private. Where a rootkit is possible, collect Reproduced from the OPSSHIELD disclosure [8]. Copy
evidence with known-good tools. [8] indicators from the vendor page before you deploy

detections.

Linux - bash - root READ-ONLY

Read-only triage on a suspected host. Preserve output in your case record. Do not execute any artifact you find.

sudo stat /etc/cron.d/i93677 /var/tmp/.i93677 /var/tmp/.cpg91511 sh
sudo find / -xdev -name 'cpguard-v58812-i91511*.sh' -exec sha256sum {} + 2>/dev/null

sudo find /var/tmp /tmp -xdev -perm -4000 -type f -1s # unexpected setuid files
sudo last -Fai | head -40 # recent logins with IPs

"No such file" is not proof of safety. Never paste shadow files, keys or history into tickets or chat. Syntax reviewed against official
documentation. Not executed against live systems for this issue; output is not shown because none was produced.
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CYBER SUPPLY CHAIN / LINUX HOSTING - RECOVERY

How to contain and remediate How to verify recovery
o Scope. Was cPGuard online between 02:08 and e The artifact checks return nothing, and cPGuard
03:20 UTC on Nov 2? Record the update history and reports the current version.
convert all timezones in the case notes. [8] « 0ld root keys are gone from every authorized keys
e Preserve. Capture artifact metadata, hashes and file across the fleet. Check with your configuration-
auth logs before cleanup. management tool, not by memory.
e Update. Upgrade through the vendor's channel. The » Applications connect with the rotated database and
disclosure says clean release 5.88.26 removes the cloud credentials, and the old credentials fail.
hidden root shell and a follow-up removes the ¢ Cloud audit logs show no use of the old keys after
i93677 task. The earlier advisory said "5.88.25 or rotation.
later", so use the latest available. Confirm the
artifacts are gone. [7] [8] Prevention and awareness
@ Rotate. Change the root and local user passwords. * Hosting teams: list every agent that can run code as
Generate new root SSH keys and remove the old root on your servers through its own update channel.
public keys from every server that trusted them. Ask the vendor how its updates are signed and how a
Change the MySQL root password and the compromised update would be revoked.
credentials in /root/.my.cnf. Rotate anything typed e Engineers: do not keep long-lived cloud keys or
into shell history and the keys in .s3cfg. [8] passwords in root dotfiles and shell history. Use short-
e Rebuild where required. The vendor does not advise lived credentials where supported.
a routine OS rebuild. It does advise restoring from a e Leaders: supply-chain incidents create work that
clean pre-November 1 backup if the attacker logged spreads to downstream systems. Budget for credential
in manually. [7] [8] rotation, not only patching.

e Account hygiene. Reset the billing-portal password,
enable two-factor login, and expect targeted
phishing that uses the leaked billing data. [8]

Key distinction. coNFIRMED The fake update ran and collected files on roughly 2,950 servers. UNKNOWN
Whether the attacker later used those secrets against a given customer is not established by the
disclosure. Check your own authentication logs before you conclude either way.

CREDENTIAL ROTATION WORKSHEET (MAG212 ANALYSIS)

EXPOSED ITEM WHERE IT IS TRUSTED ROTATE PROOF OF CLOSURE

Root & local passwords  Console, sudo, any reused New unique passwords; Old hashes gone; no

(/etc/shadow) password elsewhere check for reuse reuse found

Root SSH private key Every authorized keys New key pair; remove old Old key refused on all
containing its public key public key fleet-wide hosts

MySQL root/ .my.cnf Databases, backups, New passwords; update app  Old credentials fail;
monitoring configs apps healthy

Cloud keys ( .s3cfg, Buckets, provider APls Deactivate, reissue with least No use of old key IDs

history) privilege in audit logs

Billing-portal login OPSSHIELD account Reset password; enable 2FA  Sessions reset; 2FA

[8] on
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NEW RESEARCH - PUBLISHED NOV 4

CYBER MOBILE / ESPIONAGE

APT29 mobile: one page visit, three n-day exploit

chains

Sekoia describes a large watering-hole campaign that profiled visitors' phones and served patched-but-
effective exploits to outdated iPhones and Android Chrome. The goal was cookies, credentials and

messaging data.

Detected: mid-October 2026 Published: Nov 4, 2026

Fix: already available

What happened

CONFIRMED Sekoia's TDR team found injected
JavaScript on legitimate websites. Victims included a
Ukrainian gas producer, a US chemical-industry trade
association, a Bulgarian military-related site and political
sites. Lookalike domains relayed real content from an
America250 portal and a London hotel. A third route went
through a compromised Ukrainian analytics tracker,
Plerdy, between August 27 and September 3, 2026. [12]
[13]

REPORTED Sekoia attributes the activity to APT29 with
moderate-to-high confidence, citing overlap with earlier
watering holes and a compromised site that a partner
linked to a 2025 APT29 operation. It says it has asked 25
providers to take down infrastructure. [13] [14]

Who is affected
CHAIN TARGET REPORTED CVES USED (ALL PATCHED)
A i0S 16.7 (works 16.0—- CVE-2025-43529, CVE-2024-27834
17.4)
B iOS 18.5 (DarkSword)
14174, CVE-2025-43510, CVE-2025-43520
C Chrome for Android CVE-2026-3910, CVE-2025-27038

139-145, not 143

CVE-2025-43529, CVE-2026-20700, CVE-2025-

Attribution: APT29, moderate-to-high confidence

CONFIRMED Only outdated devices. Chain A targets iOS
16.7 (Sekoia says it works on 16.0-17.4). Chain B targets
iOS 18.5 using the DarkSword kit. Chain C targets
Chrome for Android versions 139-145, excluding 143.
Sekoia says all three chains rely on already-patched
vulnerabilities, so a current OS is not affected. [12]

How the attack works

CONFIRMED A fingerprinting script collects 394 fields
from 61 collectors. A server-side gate mainly rejects
devices that do not look like phones, such as those with
an odd screen size or no touch points. It then returns a
matching chain: Chain A steals iOS cookies, Chain B
takes messaging databases, Keychain data, location and
photos, and Chain C's "AndroSnitch" payload takes
Chrome cookies, saved logins, history and Wi-Fi
configuration. Everything goes to one exfiltration
endpoint. No payload persisted, so a reboot ends the
session. [12] [13]

MAG212 ANALYSIS The cookie theft is the business risk.
A stolen session cookie can let an attacker into webmail
or SaaS without a password or MFA prompt until the
session is revoked.

DATA TAKEN

Safari cookies

Messaging DBs, Keychain,
location, photos

Cookies, saved logins,
history, Wi-Fi

Sources: Sekoia [12]; data categories for Chain B per BleepingComputer [13].
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MOBILE / ESPIONAGE - DEFENSE

DELIVERY CHAIN AS REPORTED BY SEKOIA - ATTRIBUTION: APT29, MODERATE-TO-HIGH CONFIDENCE

COMPROMISED SITES
Injected JS in real
organisations' pages

STAGE 1
Fingerprinter
LOOKALIKE DOMAINS 394 fields /
Proxy real content 61 collectors
(AiTM-style relay)

SUPPLY CHAIN
Plerdy SEO tracker
27 Aug - 3 Sep 2026

All flaws already patched; current OS/browser not affected

CVE-2025-43529 +
CVE-2024-27834 - cookies

Gate: phone- Exfil
like screen, server

touch points DarkSword, 5 CVEs > 8881
messages, Keychain, photos

139-145 (not 143) -
cookies, logins, Wi-Fi

No persistence observed: a reboot ends it, revisit re-infects

Figure 3. Delivery chain reported by Sekoia. Full CVE lists are in the table on page 9. MAG212 CYBER original diagram, based

on [12][13].

What to look for and investigate

¢ DNS and web-gateway logs: ad.starx-net[.]com
(port 8881), america250[.]holiday, theowo[.]lclub.
Treat traffic to a.plerdy[.]com during Aug 27-Sep 3
as a lead only, because Plerdy is a legitimate service
that was compromised. [12]

¢ MDM inventory: which managed devices were on iOS
16.x-17.4, i0S 18.5 or Chrome for Android 139-145
between August and today?

¢ Identity: unfamiliar sessions on webmail and SaasS for
the users of those devices, and new linked devices on
WhatsApp or Telegram.

e MAG212 ANALYSIS Visiting a listed site, being
fingerprinted and being exploited are three different
findings. Record which one your evidence supports.
Sekoia notes not all of its IOCs are public; CERTs can
request them. [12]

Contain, remediate, verify

o Update i0S, iPadOS and Chrome or Android System
WebView to current releases. Block outdated
devices through MDM compliance.

e For exposed users, revoke active sessions in your
identity provider and key SaaS apps. Then rotate
passwords. Remove unknown linked messaging
devices.

e Verify: MDM reports compliant builds, and sign-in
logs show no reuse of revoked sessions.

Android - adb (lab/managed device) READ-ONLY

USB debugging authorized by the device owner. iOS:
Settings > General > About.

adb shell getprop \
ro.build.version.security patch
adb shell dumpsys package \

com.android.chrome | grep versionName

Shows the patch level and Chrome version only. It cannot
diagnose exploitation. Syntax reviewed against official
documentation. Not executed against live systems for this
issue; output is not shown because none was produced.

For staff who travel or work with government, energy or diplomacy: keep automatic updates on and
restart your phone weekly. Consider Lockdown Mode on iPhone if you are a likely target. Report

unexpected sign-in alerts right away.
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INCIDENT ANALYSIS - PUBLISHED NOV 3

CYBER RANSOMWARE / EDUCATION

3AM ransomware: backups, domain trusts and a

suspected Al loop

Bitdefender reconstructs a September intrusion at a UK school estate. The attacker harvested backup-
server credentials, made two domain admin backdoors, stitched three separate domains together, and

encrypted about 37 machines.

Intrusion: Sep 10-19, 2026 Report: Nov 3, 2026

What happened

CONFIRMED \Working from a host the school did not
manage, the intruder ran a modified public PowerShell
script on three Veeam backup servers. The script read
stored credentials from the Veeam configuration
database and decrypted them with DPAPI. Over the next
days the attacker copied a Chrome login database, saved
the SECURITY and SYSTEM registry hives, and ran a
renamed Mimikatz. The attacker created library (added
to Domain Admins on Sep 14) and svc_bkpmon (Sep 15).
[15]

CONFIRMED On September 18 the attacker created DNS
conditional forwarders and two-way trusts among three
previously separate domains. Trusts alone grant no
permissions, so the attacker then pushed the backdoor
account's access to about 40 machines. Early on
September 19, scripts tried to remove Sophos and
Bitdefender protection, wbadmin deleted system-state
backups, and the encryptor host.exe ran between 05:07
and 05:33. Finance data had been staged in registry
values and exfiltrated earlier. [15] [16]

Encryptor: ThreeAM (Rust)

Initial access: unknown

The Al question

REPORTED Bitdefender suspects an automated agentic
loop. It points to sequences of slightly modified retries
issued every 40 to 100 seconds. UNKNOWN [t could not
see the attacker's machine. It cannot name a model, say
whether a model ran locally, or rule out a human copying
output between tools. It presents the "hybrid" reading as
a working model, not a fact, and calls this one case, not a
trend. [15]

MAG212 ANALYSIS For defenders, the useful point is not
the Al. Repetitive, self-logging attacker scripts leave
loud, detectable traces. The intrusion succeeded
because nobody was alerted on backup-credential
access or new domain trusts.

Who is affected

MAG212 ANALYSIS Any organization with Active
Directory, a centralized backup product holding
privileged credentials, and devices without endpoint
coverage. That describes many school trusts, councils
and MSP-run estates.

HOW SEPARATE SCHOOL DOMAINS WERE JOINED - 18 SEP - CONCEPTUAL VIEW

DOMAIN B

DOMAIN A

dnscmd conditional forwarder -
netdom trust create + verify

Signed in as backdoor DAs:
library - svc_bkpmon

Trust alone grants nothing:
access pushed via grant_lib.ps1

Exact pairing of trusts is simplified here; Bitdefender reports two-way trusts among three previously separate domains.

Figure 5. How the attacker linked separate domains. Domain labels are generic; the school's real domain names are not

public. MAG212 CYBER original diagram, based on [15].
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CYBER RANSOMWARE / EDUCATION - DETECTION & RECOVERY

INTRUSION TIMELINE - SEPTEMBER 2026 (UTC) - FROM BITDEFENDER TELEMETRY

Veeam credential theft
3 backup servers

'library' added to
Domain Admins

Two-way trusts across
3 domains; ~40 hosts

O (P O O O O O O @)

11 SEP 12 SEP 13 SEP 14 SEP 15 SEP 16 SEP 17 SEP 18 SEP 19 SEP

Mimikatz download,
Defender exclusion try

'svc_bkpmon' added;
finance data exfil

EDR removal, backups
deleted, ~37 encrypted

Initial access: NOT ESTABLISHED. Earlier January and June activity: link to this intrusion unconfirmed.

Figure 4. Selected events from Bitdefender's timeline. The outcomes of some steps, such as the LSASS dump and a Veeam
REST call, are unknown. MAG212 CYBER original diagram, based on [15].

What to look for Contain and remediate

e Security log: 4720 (account created), 4728 (member
added to a global group such as Domain Admins),
4706 (new domain trust), 4698 (scheduled task

o Isolate backup servers. Rotate every credential the
backup product stores.

Disable unknown admins and remove unapproved

created). System log: 7045 (service installed).

Named artifacts: library, svc_bkpmon, tasks
VEEAMPROBE and WindowsTempDiag,

trusts. If domain compromise is confirmed, reset
krbtgt twice, following Microsoft guidance.

Restore from immutable or offline copies only after

HKLM\SOFTWARE\VC31, grant lib.ps1,
av_remove*.psl, and sysmon64.exe (renamed
Mimikatz). The full IOC set is on Bitdefender's GitHub.
[15]

e Behavior: reg save of SAM, SECURITY or SYSTEM,;
netdom trust; queries against the Veeam credentials
database. [15]

the environment is clean.

Verify and prevent

e Trusts and Domain Admins match a documented
baseline. EDR reports from every host.

e Scope backup accounts per domain. Alert on new
trusts and on backup-credential access. [15]

MAG212 ANALYSIS Names are specific to this case. Hunt

for the behavior.

Windows - PowerShell 5.1+ - RSAT ActiveDirectory module READ-ONLY

Domain user with read rights. Run the event and task queries elevated, on each DC or server.

Get-ADTrust -Filter * -Properties whenCreated | Select-Object Name,Direction,whenCreated
Get-ADGroupMember 'Domain Admins' -Recursive | Select-Object SamAccountName
$since = (Get-Date).AddDays(-60)

Get-ADUser -Filter 'whenCreated -ge $since' -Properties whenCreated |

Select-Object SamAccountName,whenCreated
Get-WinEvent -FilterHashtable @{LogName='Security'; Id=4706,4720,4728} -MaxEvents 200
Get-ScheduledTask -TaskName 'VEEAMPROBE', 'WindowsTempDiag' -ErrorAction SilentlyContinue

Escalate any trust you can't account for, or any admin added outside change control. Syntax reviewed against official
documentation. Not executed against live systems for this issue; output is not shown because none was produced.
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CYBER RANSOMWARE / STORAGE

VENDOR WARNING - CONTINUING COVERAGE

Synology NAS: C3RB3R targets outdated DSM

Synology is urging customers to update DiskStation Manager and turn on automatic updates after
ransomware hit devices running old DSM versions.

Synology statement: Oct 29 Reporting: Nov 2-3 Extension: .LOCK3D Note: read-me3.txt

CONFIRMED Synology's October 29 statement says the

attacks hit outdated DSM and points to its advisory SA- Investigate and respond
24:20. That advisory lists CVE-2024-10441, a critical o Check the version: Control Panel > Update & Restore
remote-code-execution flaw rated CVSS 9.8, together > DSM Update (DSM 7.x; labels may vary by release).
with two moderate flaws. [17] [18] Over SSH, the read-only command cat
REPORTED Victims report files renamed with .LOCK3D /etc.defaults/'VE.RSION prints the build. (Not
and a read-me3.txt note. Qihoo 360 links the C3RB3R executed for this issue.)
operators to CVE-2026-13684 and CVE-2026-13639, o Check exposure: port forwards to DSM,
both rated 9.8 and fixed in September 2026 (SA-26:13). QuickConnect use, and admin accounts with weak or
[19]1 [20] [21] reused passwords.
Minimum fixed DSM builds e If you'rg hit: disconnect from the network but keep
the device powered. Preserve the note and a sample
BRANCH SA-26:13 (SEP 18, SA-24:20 (2024) of encrypted files, and do not reformat. Check
2026) [19] [18] whether read-only snapshots or offline backups
DSM 7.4 7.4-90075 n/a survived before you restore.
DSM 7.3 73.2-86009-4 n/a o Recover: update DSM, rotate all DSM and share
credentials, then restore from clean copies.
DSM 7.2.2 7.2.2-72806-9 7.2.2-72806-1
UNKNOWN Synology has not named the CVE being
DSM7.21  7.2.1-69057-12 7.2.1-69057-6 exploited. Its statement says the flaw was patched in
7.2-71- Not listed See SA-24:20 December 2024, while SA-24:20 is dated November
6.2 2024. Patch to current regardless.

SA-26:13 includes the two 9.8-rated flaws Qihoo 360 links
to C3RB3R. On older branches, move to a fixed branch if
your model supports it.

REPORTED RANSOMWARE PATH - DEFENSES IN GREEN (MAG212 RECOMMENDATIONS)

DSM services reachable Outdated DSM with a Files - .LOCK3D
from the internet patched vulnerability note: read-me3.txt

Remove direct exposure; Install latest DSM; Offline / immutable
use VPN for admin turn on auto-update copies + shapshots

Synology has not publicly named the exploited CVE. Third-party analysis links C3RB3R to flaws patched in 2024 and September 2026.

Figure 6. Reported attack path (red) and MAG212-recommended defenses (green). MAG212 CYBER original diagram, based
on [17][20][21].
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CYBER BRIEFS /| CORRECTIONS

Briefs

EXPLOITED - ADVISORY OCT 28 (OLDER THAN BREACH DISCLOSURE - NOV 2

72 H) q q q . .
Chainalysis reports intrusion using

"offensive agentic techniques"

CONFIRMED Blockchain analytics firm Chainalysis

Drupal Commerce Core access
bypass still demands audits

CONFIRMED Drupal's Security Team rated CVE- said an external actor gained unauthorized access
2026-118539 in Commerce Core "highly critical" and to its systems and internal tools. Some non-sensitive
said it is being aCtiVG'y eXplOitEd. The flaw is miSSing customer data was accessed: user |DS, names,
authorization on certain routes and entity fields, email addresses and organization role labels. The
which can let attackers tamper with orders in ways company says the incident is unrelated to the recent
that cost a store money. Update to Commerce Core Binance theft. [24]

3.3.13 on the 3.x branch, or 8.x-2.41 on earlier

UNKNOWN Chainalysis has not explained what
releases. [22] [23]

"agentic techniques" means in practice, or how

MAG212 ANALYSIS Patching does not reveal past many users were affected. Treat Al framing in
abuse. Drupal tells stores to audit orders for breach notices as a claim until technical detail
inconsistencies, so compare order totals, payment appears. [24]

records and fulfilment logs since late October. [23]
MAG212 ANALYSIS Customers should expect

UNKNOWN Drupal has not disclosed how the flaw is convincing phishing that uses real names and roles.
exploited or how many sites were targeted. [23] Confirm any account-change request through a
known channel.

CORRECTIONS AND CONTINUITY

ITEM IN THE 05:43

DRAET FINDING ON RE-VERIFICATION ACTION

LLMjacking, "research  The Google Threat Intelligence Group LLMjacking reporting we Removed from

published Nov 2" located is dated September 2026. We found no new primary today's news
publication this week.

School vendor breach ~ Underlying incident August 2026; not re-verified against the Held for a future

notice (Frontline) primary notice in this run. issue

Tencent Al model, The primary report could not be retrieved for verification in this run.  Omitted

Reuters

Sekoia mobile; Confirmed against primary sources. The cPGuard clean version is Expanded

cPGuard clarified: 5.88.26 per the disclosure.

MAG212 CYBER corrects errors openly. If you spot one, contact the editor through cyber.mag212.com.

MAG212 CYBER - DAILY - Wednesday, November 4, 2026 cyber.mag212.com 14


https://www.drupal.org/sa-contrib-2026-254
https://bleepingcomputer.com/news/security/drupal-warns-of-critical-commerce-core-flaw-exploited-in-attacks
https://bleepingcomputer.com/news/security/drupal-warns-of-critical-commerce-core-flaw-exploited-in-attacks
https://bleepingcomputer.com/news/security/drupal-warns-of-critical-commerce-core-flaw-exploited-in-attacks
https://securityweek.com/chainalysis-discloses-data-breach-following-ai-driven-cyberattack
https://securityweek.com/chainalysis-discloses-data-breach-following-ai-driven-cyberattack
https://cyber.mag212.com/

CYBER DEFENDER'S ACTION DESK

I [ ]
Defender's Action Desk
Ordered by urgency. "Done when" is the evidence that should close each item, not just the action taken.

WHO ACTION DONE WHEN

Web, MSP, Block HTTP to /wp-content/upgrade/, then update 403 on the path; fixed version
agencies WordPress to 7.1.4 or the branch fix. Search logs from on every site; checksums pass
Oct 28 onward.

Linux hosting cPGuard: scope the 02:08-03:20 UTC window, update, Old keys removed from all
remove artifacts, rotate root, SSH, DB and cloud secrets.  trusting hosts; old credentials

fail
Storage Update Synology DSM to the latest build, turn on auto- Version confirmed; no port
owners update, remove internet exposure of management. forwards to DSM

AD and backup Alert on new domain trusts, Domain Admins changes and Test alert fires; baseline

admins backup-credential access. Isolate backup servers. documented
Mobile / MDM  Enforce minimum iOS and Chrome/WebView builds. Non-compliant devices blocked
Search DNS logs for the Sekoia domains. or remediated
E-commerce Drupal Commerce: patch, then audit orders since late Version confirmed;
October. reconciliation signed off
Security leads  List vendors whose agents can update themselves as Register created with owners

root or SYSTEM. Ask how they sign and revoke updates.

Quick wins for small teams. Today's two Don't over-react. Today's update-related attacks
simplest high-value actions are a single web- are not a reason to switch off automatic updates.
server deny rule and turning on DSM auto- Both incidents were fixed by updating. Add
updates. Each takes minutes and closes a door controls around the update process rather than
attackers are actively trying. disabling it.
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CYBER AWARENESS LESSON

Five-minute lesson: "Updates are good. Trust is
earned."

A short briefing for staff and business leaders, based on today's news. Use it in a team meeting or
newsletter.

For everyone

o Let your phone and browser update, then
restart. The spying campaign in today's issue
only worked on phones that had missed
updates.

o Real updates don't arrive by pop-up. Install
updates from your device's settings or your IT
team, never from a website banner.

e Sign-in alerts matter. A stolen login "cookie"
can open your email without your password.
Report unexpected "new sign-in" messages
right away.

0 Expect personalized scams after a breach. If a
message knows your real name and job, it may
come from leaked data. Verify by phone using a
number you already have.

PRINT AND POST - BREAK-ROOM CARD

Updateit.
Restartit.
Reportit.

Free to reuse internally, with credit to MAG212 CYBER.

CYBER
Get the Daily free

Verified, source-linked cyber intelligence . .
. . . Subscribe free > cyber.mag212.com/subscribe-free
with practical defensive steps every

morning, written for engineers, IT
managers, MSPs, school IT teams and
business owners.
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For leaders: three questions to ask this
week

o Which outside vendors can push code to our
servers automatically, with full control? Who
would tell us if one were hacked?

e Could ransomware reach our backups? Are
backup passwords stored where an attacker
inside the network could read them?

e Do we know which phones and websites we
run, and what version each is on? If not, who
owns finding out?

These questions come from today's cPGuard, 3AM,
Synology, WordPress and APT29 coverage. Each
one maps to a row in the Action Desk.

[:] My phone and browser are up to date
E] | restarted my phone this week

[:] | install updates only from Settings or IT
D | report unexpected sign-in alerts

D | verify "urgent" account requests by
phone

cyber.mag212.com
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(415

Source register

Research cutoff: 06:15 PST (14:15 UTC), November 4, 2026. Numbers match the bracketed links in each article.
"Retrieved" means MAG212 opened the source during this run.

1

10

n

12

CISA Adds One Known Exploited Vulnerability to Catalog
(CVE-2026-119977)
CISA - Nov 3, 2026 - Government - retrieved

Known Exploited Vulnerabilities Catalog — entry CVE-2026-

119977 (due Nov 6)
CISA - Accessed Nov 4, 2026 - Government - retrieved

GHSA-4w3m-c66w-69mg: A race condition during core
updates that could lead to remote code execution
WordPress (GitHub advisory) - Oct 29, 2026 - Vendor - retrieved

WordPress 7.1.4 Security Release
Patchstack - Oct 28, 2026 - Researcher - retrieved

WordPress Core 7.1.4 fixes an unauthenticated upgrade-
window race RCE (CVE-2026-119977)
Rescana - Oct 31, 2026 - Analysis - retrieved

WordPress 7.1.4 patches unauthenticated upgrade-window
RCE; exploitation attempts detected

Wordfence - Oct 29, 2026 - Researcher - cited via coverage; not
directly retrieved

cPGuard security advisory: Update channel compromise
OPSSHIELD - Nov 3, 2026 - Vendor - retrieved

Security Incident Disclosure: manage.opsshield.com
OPSSHIELD - Nov 3, 2026 - Vendor - retrieved

Hackers hijack cPGuard autoupdate to deploy backdoor,
steal data
BleepingComputer - Nov 3, 2026 - Journalism - retrieved

Malicious cPGuard updates served in OpsShield supply
chain attack
SecurityWeek - Nov 4, 2026 - Journalism - retrieved

Poisoned cPGuard update hits thousands of web hosting
servers
Help Net Security - Nov 4, 2026 - Journalism - retrieved

Poisoned Source: APT29 watering holes target mobile
devices with n-day exploits
Sekoia TDR - Nov 4, 2026 - Researcher - retrieved

Visuals. The cover and Figures 1-6 are original
vector graphics by MAG212 CYBER. They are
conceptual explanations, not incident photographs
or vendor screenshots. No interface screenshots
appear in this issue.

13

14

15

16

17

18

19

20

21

22

23

24

Hackers use n-day exploits in zero-click attacks on iOS,
Android devices
BleepingComputer - Nov 4, 2026 - Journalism - retrieved

Russian intel hackers troll mobile devices for login cookies
ISMG / BankInfoSecurity - Nov 4, 2026 - Journalism - retrieved

3AM ransomware: a hybrid, Al-assisted attack on a UK
school estate

Bitdefender Business Insights - Nov 3, 2026 - Researcher -
retrieved

UK school estate hit by 3AM ransomware in suspected Al-
assisted attack
BleepingComputer - Nov 3, 2026 - Journalism - retrieved

Synology urges users to update DSM following ransomware
attacks on outdated DSM versions

Synology - Oct 29, 2026 - Vendor - retrieved
Synology-SA-24:20 DSM (PWN20WN 2024)

Synology - Nov 5, 2024; upd. Mar 28, 2025 - Vendor - retrieved

Synology-SA-26:13 DSM
Synology - Sep 18, 2026 - Vendor - retrieved

Synology NAS devices targeted in ransomware attacks
exploiting patched DSM flaw
The Hacker News - Nov 3, 2026 - Journalism - retrieved

Synology warns of C3RB3R ransomware attacks targeting
NAS devices

BleepingComputer - Nov 2, 2026 (upd. Nov 3) - Journalism -
retrieved

SA-CONTRIB-2026-254: Commerce Core — Highly critical
— Access bypass
Drupal Security Team - Oct 28, 2026 - Vendor - retrieved

Drupal warns of critical Commerce Core flaw exploited in
attacks
BleepingComputer - Oct 30, 2026 - Journalism - retrieved

Chainalysis discloses data breach following Al-driven
cyberattack
SecurityWeek - Nov 2, 2026 - Journalism - retrieved

Commands. All command panels were reviewed
against vendor documentation and not executed
against live systems. Placeholders are in
CAPITALS. Run them only on systems you are
authorized to administer.

Author: EI Mostafa Ouchen - MAG212 CYBER - cyber.mag212.com - Free subscription:
https://cyber.mag212.com/subscribe-free/ - This publication is for defensive awareness and does not constitute legal
advice.
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