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CYBER EXECUTIVE BRIEFING

What matters today

A fix that didn't hold is today's lead: Zyxel GS1900 switches patched in June stayed exploitable,
according to Binarly. Around it, Al-assisted tooling shows up on the attacker's side in India's payments
sector and in a wave of breaches at Al developer platforms. Rails, Barracuda and Android have urgent
patches.

Re-patch GS1900
switches

Rails apps: upgrade, Lock down admin
then rotate interfaces

Install 2.90 Patch 3 on
every GS1900 model.

Move to 8.0.5.2 or 8.1.4.1 Take Barracuda appliance
with mini_magick 5.1+. admin Uls off untrusted

June's fix for CVE-2026-
7273 did not stop the
exploit. Restrict web
management to an admin
VLAN. [1] [4]

Disk-service apps should networks and apply the

rotate secret key base. product-specific patch.

8.0 support ends Nov 7. Push Android devices to

18] [19] patch level 2026-11-05.
[22] [27]
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05 Crafty Falcon: Al-assisted raids on India's yxe er Binarly (no ©
. 107441 vendor)
payment rails
Crafty Falcon ® "Active and Controls, no
07 Al developer platforms: when your vendor's (CERT-In) ongoing" CVE
breach holds your keys
Al platform @ Disclosed Rotate
09 Rails Active Storage: uploads that reach breaches incidents secrets
ImageMagick and ffmpeg Rails Active None reported 8.0.5.2/
- Storage 8.1.4.1
11 Barracuda: from admin interface to root g
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Labels: CONFIRMED REPORTED MAG212 ANALYSIS
15 Defender's Action Desk UNKNOWN

16  Awareness lesson and free subscription

17 Source register

How this issue was checked. Every story in the early-morning draft of today's issue was re-verified against
primary sources. Three items were removed and one invented CVE number was corrected (page 14).
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LEAD STORY - ZERO-DAY PER BINARLY

NETWORK SECURITY - LEAD STORY

Zyxel GS1900: the patch that didn't hold

The August attacks on nearly 1,000 Zyxel switches were blamed on a flaw fixed in June. Binarly says the
attackers' exploit still worked on the fixed firmware. Zyxel has now shipped a second fix, Patch 3, for a

new CVE.

Patch 3 notice: Oct 23 Advisory: Nov 3

996

switches compromised in
48 countries (GreyNoise)

10 models
GS1900 on

2.90(xxxx.2)CO0 or earlier

What happened

CONFIRMED On November 3 Zyxel published an
advisory for CVE-2026-107441, an out-of-bounds write
(CWE-787) in the CGI program of GS1900 series
switches, crediting Binarly researchers Yegor Vasilenko
and Fernando Mercés. [1] The CVE record carries Zyxel's
score of CVSS 3.18.8 with an adjacent-network vector:
the attacker must reach the switch on its local network,
without logging in. [2]

REPORTED Binarly recovered the attackers' exploit,
exp.py, from an open directory on their command
server. It targets /cgi-bin/dispatcher.cgi and, Binarly
says, still ran commands without authentication on all ten
firmware builds that carried Zyxel's June fix for CVE-
2026-7273. [41 [5] In other words, owners who patched in
June were still exposed.

CONFIRMED The campaign itself was documented in
September: GreyNoise counted 996 compromised
switches in 48 countries from about August 17, 564 of
them still on default passwords. CVE-2026-7273 entered
CISA's KEV catalog on September 21. [8]
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Binarly post: Nov 3

Press: Nov 5 CVSS 8.8 (AV:A)

June fix

did not stop the recovered
exploit (Binarly)

No login

but the attacker must be

on the switch's network

Exploited, or not?

UNKNOWN In-the-wild exploitation of the new CVE rests
on Binarly's analysis. Zyxel's advisory does not mention
exploitation, and CISA's enrichment of the CVE record
still read "Exploitation: none" on November 5. [1] [2] We
found no KEV listing for CVE-2026-107441. Treat it as
exploited anyway: the exploit was recovered from the
attackers' own infrastructure.

Who is affected

CONFIRMED Ten models on firmware 2.90(xxxx.2)CO or
earlier. Fixed builds are 2.90(code.3)CO with these
codes: GS1900-8 AAHH - -8HP AAHI - -10HP AAZI - -16
AAHJ - -24 AAHL - -24E AAHK - -24EP ABTO - -24HPv2
ABTP - -48 AAHN - -48HPv2 ABTQ. [1] Zyxel's
Community post announcing Patch 3 is dated October
23; some outlets give October 22. [7]

How the attack works

REPORTED According to Binarly's findings as
summarized by SecurityOnline, dispatcher.cgi copies
each POST parameter into a fixed buffer without
checking the parameter's size or how many there are.
The June fix "added checks too late", after the parameter
counter was already corrupted. Patch 3 caps each field
at 511 bytes and checks the count before copying. [6]
GreyNoise reported that attackers pulled configurations,
network details and hashed credentials. [8]
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NETWORK SECURITY - INVESTIGATION

WHY THE JUNE FIX DIDN'T HOLD - BASED ON BINARLY ANALYSIS AS REPORTED - SIMPLIFIED

Crafted POST to Each parameter copied No size or count check: June check runs too late;
/cgi-bin/dispatcher.cgi into a fixed buffer parameter counter corrupted OS command execution

BOUNDARY CONTROL
Each field capped at 511 bytes Web management only from a management VLAN
Parameter count checked before copying Default passwords changed

SCHOOL / OFFICE NETWORK - WHO SHOULD REACH THE SWITCH'S WEB UI?
STUDENT / GUEST VLAN

GS1900 switch

STAFF VLAN
web management Ul

ADMIN / MGMT VLAN

attack path / should be blocked fix and allowed path = recommended control

Figure 1. Why the June fix failed, and the management boundary that limits who can reach the vulnerable interface.
Mechanism simplified from Binarly's reported findings. MAG212 CYBER original diagram, based on [1][4][6].

What defenders should look for Contain, remediate, verify

¢ Inventory: every GS1900 by model and firmware o Restrict web management to an admin VLAN or
string. A June-patched switch is not safe. approved hosts with ACLs, now.

* Reachability: whether user, student, guest or Wi-Fi @ Preserve configs and logs from any switch that was
VLANSs can reach the switch web Ul. The attack needs reachable from untrusted segments.
network adjacency, so flat networks are most

Install the exact Patch 3 build for each model. Zyxel

exposed. lists no workaround. [1]

e Flow logs: HTTP POSTs to switch management IPs
from non-admin hosts, TFTP transfers, and unusual
outbound connections from switches.

Change default and reused passwords. If
compromise is plausible, reset from known-good

config and rotate credentials the switch stored.
e Configuration drift: compare running configs with

backups; look for new admin accounts, VLAN or port
changes nobody ticketed.

Verify: firmware shows .3)C0 after reboot; the Ul is
unreachable from user VLANSs; trunks, PoE and
spanning tree behave normally.

®© 0 ©

MAG212 ANALYSIS |egitimate provisioning produces
similar traffic. Match changes to tickets before escalating.
Victims' firmware versions were not reported.

Any OS - curl - run from a host on a user/student VLAN READ-ONLY

Authorized boundary test. Replace SWITCH MGMT IP.Expect a timeout or refusal; a page response means the Ul is reachable
from that segment.

curl -skI --max-time 5 https://SWITCH MGMT IP/ ; echo "exit: $7"
curl -sI --max-time 5 http://SWITCH MGMT IP/ ; echo "exit: $?"

Exit code 28 (timeout) or 7 (refused) indicates the segment is blocked. Any HTTP status line means it is not. Syntax reviewed
against official documentation. Not executed against live systems for this issue; no output is shown.
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GOVERNMENT ADVISORY - NOV 4

Al SECURITY - FINANCIAL SECTOR

Crafty Falcon: Al-assisted raids on India's payment

rails

CERT-In has escalated its October warning about attacks on lenders, fintechs and payment firms,
naming the actor and describing Al-generated tooling that rotates faster than defenders can block it.

CIAD-2026-0058: Nov 4

What happened

CONFIRMED CERT-In's advisory CIAD-2026-0058,
rated Critical, escalates its October 9 warning (CIAD-
2026-0046), which named no actor. The new advisory
attributes the activity to a threat actor that CSIRT-Fin, the
financial-sector CSIRT under CERT-In, has designated
"CRAFTY FALCON", and says the threat is "active and
ongoing". [9] [10]

CONFIRMED [t names the tooling involved: the ARTEX
family of LLM-driven tools, PentAGlI, Cairn and
CyberStrikeAl. It describes many functionally identical
script variants, payloads that adapt to target responses,
and IP addresses rotating within hours to days. [9] The
advisory gives no victim count and names no CVE. A
restricted version with full indicators went only to
financial-sector entities. [9]

Predecessor CIAD-2026-0046: Oct 9

Severity: Critical Status: active and ongoing

Who is affected

CONFIRMED Non-bank lenders (NBFCs), digital lending
platforms, fintechs, payment aggregators and payment
service providers, and crypto exchanges and virtual-
asset service providers. [9] MAG212 ANALYSIS The
pattern applies anywhere staging and production share
credentials and payment APIs trust the caller too much.
That includes MSP-run environments outside India.

How the attack works

CONFIRMED CERT-In describes a composite of
incidents, not one sequence. Entry is through internet-
facing UAT, staging or test environments, sometimes via
web shells planted through PHP or Node.js upload and
deserialization bugs. Attackers then move into production
over shared credentials, tokens or network paths. They
abuse AWS Systems Manager and Lambda, call payment
and merchant-settlement APls, and send micro test
transfers (the advisory's example is Rs. 1) before larger
ones. [9] It also lists reverse-engineered client apps,
allow-list bypass via whitelisted fetcher IPs, wallet key
theft, and re-targeting of firms that had remediated,
timed for holidays. [9] [11]

CRAFTY FALCON TRADECRAFT AS DESCRIBED BY CERT-IN CIAD-2026-0058 - COMPOSITE, NOT ONE INCIDENT

Internet-facing UAT /
staging / test app

Web shell via upload or
deserialization bug

Al TOOLING
ARTEX, PentAGI, Cairn,
CyberStrikeAl named;
rapid script variants

Larger transfers once
the path is proven

Restrict SSM/Lambda to
approved principals

Isolate non-prod;
no shared secrets

reported tradecraft === reported tooling

Shared credentials, tokens
or network paths

AWS Systems Manager
and Lambda abuse

Micro transfer
(advisory example: Rs. 1)

Payment / merchant
settlement API calls

Maker-checker on
settlements; new-payee holds

Flag micro = large
transfer patterns

advisory controls

Figure 2. Crafty Falcon tradecraft as a composite path, with selected CERT-In controls. Not a single observed incident.

MAG212 CYBER original diagram, based on [9].
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CYBER Al SECURITY - DEFENSE

What defenders should look for

¢ Cloud control plane: Systems Manager SendCommand
calls and Lambda function changes by principals that
don't normally make them, especially from staging
accounts.

¢ Payments: new beneficiaries followed by a tiny
transfer and then a large one; settlement API calls
outside business patterns, including holidays and
weekends.

e Web tier: new PHP/JSP/JS files in upload or temp
paths on staging servers; deserialization errors in app
logs.

¢ Shared secrets: the same keys or tokens valid in both
staging and production.

MAG212 ANALYSIS Reconciliation jobs and scheduled
automation can look similar. Confirm the workload owner
and the approval trail before acting.

Contain and remediate

o With finance and payment partners, put a scoped
hold on suspect payout routes and reconcile against
the ledger.

e Preserve CloudTrail, application and ledger records
with request IDs and UTC times.

e Revoke suspect sessions and keys; remove
unapproved roles and function changes; assume the
attacker may still be present, as CERT-In advises. [9]

o Separate staging identities and routes from
production; restrict SSM and Lambda to approved
principals; deny default egress for functions. [9]

Linux/macOS - AWS CLI v2 - cloudtrail:LookupEvents

Sidebar: a backdoored attack tool. REPORTED
The Hacker News reports that a Docker image of
the ARTEX Al pentest tool ("tomicdd/artex",
about 9,000 pulls) was backdoored, and that 62
exposed consoles were serving it. [12] UNKNOWN
No source links this to Crafty Falcon, and the
console counts are scans of the tool, not victims.
Lesson for red teams: pin and verify offensive
tooling images like any other dependency.

Prevention. CERT-In also recommends maker-
checker approval for settlements, waiting periods
for new beneficiaries, request signing and app
attestation, and banning unauthorized offensive
Al tools inside your own estate. [9]

READ-ONLY

Read-only. Replace REGION . Event history covers recent management events in one region; repeat per region.

aws cloudtrail lookup-events --region REGION --max-results 50 \
--lookup-attributes AttributeKey=EventName,AttributeValue=SendCommand

aws cloudtrail lookup-events --region REGION --max-results 50 \
--lookup-attributes AttributeKey=EventSource,AttributeValue=1lambda.amazonaws.com

Compare each caller identity and time with approved changes. An empty result does not clear other regions or data-plane
activity. Syntax reviewed against official documentation. Not executed against live systems for this issue; no output is shown.
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CYBER SUPPLY CHAIN - Al PLATFORMS

BREACH CLUSTER - DISCLOSURES OCT 30 - NOV 4

When your vendor's breach holds your keys

Several Al developer platforms disclosed intrusions in a week. Wiz says stolen keys were abused within
half an hour in two cases. Exposure differs by company, so customers need to read each notice before
deciding what to rotate.

Chainstack: Oct 26 WorkOS: Oct 30 Trigger.dev: Nov 1 SecurityWeek round-up: Nov 4

What happened e REPORTED Chainstack, attacked October 26, had a
customer database accessed, including password
hashes, and told customers to rotate node credentials.
[13]

CONFIRMED SecurityWeek reported a cluster of
disclosures from WorkOS, Northflank, Trigger.dev,

Chainstack and CommandCode, with attackers interested
in stored customer secrets, especially Al-provider e UNKNOWN Northflank's and CommandCode's details

tokens. [13] were not confirmed in our review.

e CONFIRMED WorkOS found unauthorized access on Why it matters
October 30 to an internal app used by sales and
customer teams. It says CRM and support data were
affected (contacts, account histories, call and Slack
notes, product usage) and that there is no evidence
its application data was accessed. It says the
attackers used Al-based offensive tooling. [14]

REPORTED Wiz found that several threat actors used the
same stolen keys, pointing to a market for them, and in
two cases the first misuse came within 30 minutes of
exposure. Wiz ties the surge to LLM-jacking: reselling or
running Al workloads on stolen tokens. [13] [17]
SecurityWeek reports that multiple companies link the

* CONFIRMED Trigger.dev says an exploit exposed open-source Artex Al pentest framework to some of
environment variables for a subset of organizations on these attacks and to the Chinese group Storm-0940. [13]
November 1, that the exploit is blocked, and that UNKNOWN We could not confirm whether this "Artex" is
affected owners were emailed steps. [15] the same toolset CERT-In names.

WHY A PLATFORM BREACH BECOMES YOUR INCIDENT - CONCEPTUAL MODEL FROM VENDOR DISCLOSURES AND WIZ

Vendor holding customer Env vars, node creds, Same keys used by First misuse within
secrets is breached account data (varies) several actors (Wiz) 30 min in two cases

WHAT EACH COMPANY SAYS WAS EXPOSED

WorkOS CRM & support data; no app data (per WorkOS)

Trigger.dev Env variables for a subset of orgs

Chainstack Account DB incl. password hashes; node creds

Northflank / CommandCode Details not confirmed in our review

Rotate keys stored with the vendor - scope and cap Al provider keys - alert on usage spikes and new regions

Figure 3. How a platform breach becomes the customer's incident, and what each company says was exposed. MAG212
CYBER original diagram, based on [13][14][15].
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CYBER SUPPLY CHAIN - RESPONSE

Who is affected SECRET ROTATION WORKSHEET

MAG212 ANALYSIS Any team that stores secrets with SECRET ROTATE DONE WHEN
these vendors: environment variables on a job or hosting WHERE
platform, node or RPC credentials, or SSO and directory

Al provider API Provider Old key revoked;
settings. WorkOS customers face mainly phishing risk keys console usage normal for
from leaked CRM context, not key theft, based on 48 h
WorkOS's statement. [14]

What defenders should look for Clouo.l access AM Old key ”.DS absent
keys in env vars from audit logs
¢ Al provider consoles: usage spikes, new models or
regions, and requests at odd hours on keys that lived Database URLs DB andapp  Old credentials fail;
in an affected vendor. and passwords  config app healthy
¢ Cloud and database logs: logins with credentials that Node / RPC Provider New creds
were stored as environment variables. credentials dashboard deployed: old
¢ Mail: convincing messages that quote real support revoked
cases or sales calls.
. . Webhook Each Old signatures
How to contain and remediate signing secrets  integration  rejected

List every secret you stored with each affected
vendor, then rotate in priority order: Al provider keys,

X Verify recovery. Confirm the old values are
cloud and database credentials, webhooks.

rejected, that applications run on the new ones,
@ Revoke the old values. Don't just add new ones. and that provider usage falls back to baseline.

e Set spend caps and alerts on Al provider keys; Keep the alerts in place for at least two weeks.
scope each key to one project.

0 Follow each vendor's emailed instructions; check its

For decision-makers. Ask each platform vendor
status page for updates.

where your secrets live, who inside the vendor
can read them, and how fast they will tell you
about a breach. Prefer short-lived, workload-
scoped credentials over long-lived keys in
environment variables.

MAG212 CYBER - DAILY - Thursday, November 5, 2026 cyber.mag212.com 08


https://workos.com/security/bulletins/october-30th-2026-data-security-incident

MAINTAINER SECURITY RELEASE - NOV 4

CYBER APPLICATION SECURITY - RAILS

Rails Active Storage: uploads that reach ImageMagick

and ffmpeg

Rails 8.0.5.2 and 8.1.4.1 fix 21 security issues. The critical one lets an untrusted image upload write files,
and sometimes read them, through a permissive ImageMagick setup. Patching alone may not be enough.

Released: Nov 4

9.8 8.8

GHSA-f3w6-w445-fwh9, GHSA-v924-7rp8-4mxh,
needs an upload account

no login needed

What happened

CONFIRMED Rails shipped 8.0.5.2 and 8.1.4.1 on
November 4, "addressing 21 security issues", and urged
an immediate upgrade. All 21 are identified by GitHub
advisory (GHSA) IDs; the release lists no CVEs. [18] [21]

CONFIRMED The Critical issue is GHSA-f3w6-w445-
fwh9 (CVSS 9.8, no authentication). It allows arbitrary
file write through Active Storage image analysis, plus file
read when files are stored on the Disk service. That can
expose secret_key base. [19] A second Active Storage
issue, GHSA-v924-7rp8-4mxh (CVSS 8.8), needs an
account that can upload. [20]

MAG212 ANALYSIS An early draft of this issue gave the
critical flaw a CVE number. We found no such record; the
advisory says "No known CVE".
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21advisories: 1 Critical, 4 High, 13 Medium, 3 Low

IDs: GHSA only 8.0 support ends: Nov 7

5.1+

mini_magick version the
fix requires

Nov 7

end of Rails 8.0 security

support

Who is affected

CONFIRMED activestorage before 8.0.5.2, and 8.1 before
8.1.4.1. The critical flaw needs three things: the app uses
:mini magick (the default under load defaults 6.1or
earlier), the system ImageMagick policy does not block
the dangerous coders (stock Debian and Ubuntu policies
don't), and untrusted users can upload. Attaching an
upload is enough to trigger analysis. [19]

CONFIRMED The second flaw needs uploads routed to
video or audio analysis or previews. One code-execution
route needs FFmpeg built with --enable-avisynth plus
AviSynthPlus; distribution packages usually don't enable
it. [20] No 7.x release was issued; the latest 7.2 is 7.2.4
from September. [21]

How the attack works

CONFIRMED In the first path, analysis hands a crafted
image to ImageMagick, whose permissive policy lets
coders such as MSL touch the file system. In the second,
the temporary file kept the uploader's extension, which
steers ffprobe, ffmpeg or ImageMagick to a decoder of
the attacker's choosing. The fix keeps an extension only
when it matches the recorded content type. [19] [20]
Neither advisory reports exploitation. [18]
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https://rubygems.org/gems/activestorage/versions
https://github.com/rails/rails/security/advisories/GHSA-f3w6-w445-fwh9
https://github.com/rails/rails/security/advisories/GHSA-v924-7rp8-4mxh
https://rubyonrails.org/2026/11/4/Rails-8.0.5.2-and-8.1.4.1-have-been-released

APPLICATION SECURITY - FIX AND VERIFY

TWO ACTIVE STORAGE PATHS FIXED IN RAILS 8.0.5.2 / 8.1.4.1 - FROM THE RAILS ADVISORIES

Untrusted upload
is attached

Analyzer runs via
MiniMagick = ImageMagick

Upload with chosen
file extension

Temp file keeps
that extension

Upgrade; mini_magick 5.1+ required
Rails ships its own restrictive ImageMagick policy
Extension kept only if it matches content type

System policy allows
risky coders (e.g. MSL)

File write; file read
on Disk service

File read or code exec
(e.g. AviSynth build)

ffprobe / ffmpeg / IM
pick a decoder from it

AFTER YOU PATCH
Disk service users: rotate secret_key_base
and every secret the app process can read
8.0 security support ends Nov 7, 2026

Figure 4. The two Active Storage paths and what to do after patching. MAG212 CYBER original diagram, based on [19][20].

Contain and remediate

o Upgrade to 8.0.5.2 or 8.1.4.1 on every web and
background-worker image. Analysis often runs in
workers.

o Require mini_magick 5.1 or later: older versions make
the app raise at boot. [19]

e The fixed release ships its own restrictive
ImageMagick policy. If you render PDF or PostScript,
re-allow only what you need. If you override
MiniMagick.cli env oruse cli prefix, copy the
rules into the system policy yourself. [19]

o Can't upgrade today? Harden the system
policy.xml, and remove VideoPreviewer,
VideoAnalyzer and AudioAnalyzer from the config.
[19] [20]

e Disk service: rotate secret_key base and every
secret the app process can read. [19]

Look for: uploads followed by analyzer errors, unexpected
files written outside storage paths, and decoder
subprocesses (ffmpeg, ffprobe, magick) touching paths
they shouldn't.

MAG212 CYBER - DAILY - Thursday, November 5, 2026

Linux - bash - Bundler /

READ-ONLY
ImageMagick

Read-only. Run in each deployed image (web and worker)
from the app root.

bundle info activestorage
bundle info mini magick

magick -list policy

# ImageMagick 7

convert -list policy # ImageMagick 6

Expect activestorage 8.0.5.2+ or 8.1.4.1+ and mini_magick
5.1+. Check the effective policy in the same container that
runs analysis jobs. Syntax reviewed against official
documentation. Not executed against live systems for this
issue; no output is shown.

Verify and prevent

e Every running image reports the fixed versions, not
just the repository lockfile.

» Safe test uploads (image, video, PDF if used) still
analyze and preview in staging.

¢ Rotated secrets are live and old sessions are
invalidated.

¢ Plan the move off 8.0 before support ends on
November 7. [18]

cyber.mag212.com 10
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CYBER NETWORK APPLIANCES - BARRACUDA

VENDOR ADVISORY - NOV 2 - THAICERT ALERT NOV 5

Barracuda: from admin interface to root

Two flaws, one in the Email Security Gateway and one across six Barracuda products, can be chained to
run commands as root. Anyone who can reach the admin interface is the threat, so that's the first thing

to close.

Advisory: Nov 2 Mandiant: MNDT-2026-0041/ 0042

What happened

CONFIRMED Barracuda's November 2 advisory covers
an authorization bypass and a command injection.
Chained, the vendor says, they let an attacker "bypass
authorization controls and obtain root access to the
device". [22] ThaiCERT re-issued the alert on November
5. [25]

Who is affected

CONFIRMED CVE-2026-116606 (CVSS 4.0 9.3, CWE-
288) affects only the Email Security Gateway (ESG)
before 9.4.0.030. [23] CVE-2026-111560 (CVSS 4.0 8.6,
CWE-78) affects six products: ESG =9.4.0.27, Load
Balancer ADC =6.4.0, WAF =11.0.1, Web Security
Gateway =16.1.100.100, Message Archiver =5.5.4.0 and
WAF Control Center =2.2.1, per the CVE record. [24] The
Canadian Cyber Centre lists the same numbers as "prior
to". [26]

ThaiCERT: Nov 5 Exploitation: none reported

How the attack works

CONFIRMED Mandiant says an unauthenticated attacker
can reach ESG's configuration-import function and
restore a crafted backup archive. Separately, an
administrator-level attacker can inject OS commands
through the timezone setting, and they run as root. [23]
[24]

UNKNOWN The vendor and the researchers disagree on
one point. Barracuda's table says "Administrative access
required" for both CVEs and labels both "High". Mandiant
rates the bypass as needing no privileges, and the CVE
record calls 9.3 Critical. [22] [23] Either way, the attacker
has to be able to reach the admin interface.

UNKNOWN No source we checked reports exploitation,
and we found no KEV listing. We can't confirm who
found the flaws. [23] [24]

THE ESG CHAIN BARRACUDA DESCRIBES - PATHS FROM MANDIANT MNDT-2026-0041/ 0042

REACH
Attacker can reach the
appliance admin interface

Config import accepts a
crafted backup archive

ADC & WAF

BNSF-40425 (9.4.017+) BNADC-16586

BNSF-40430 (older)

Commands run as root
on the appliance

Command injection in the
timezone setting (admin)

WAF Control Ctr / WSG
BNWF-60060 / BNYF-24789

Message Archiver
BNMA-32468

First: restrict admin interfaces to trusted management networks, then confirm firmware and patch status

Figure 5. The chain as Barracuda and Mandiant describe it, and the patch for each product. MAG212 CYBER original

diagram, based on [22][23][24].
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https://trust.barracuda.com/security/pre-authentication-authorization-bypass-command-injection
https://www.thaicert.or.th/en/2026/11/05/barracuda-patches-email-security-gateway-vulnerabilities-that-could-lead-to-root-access/
https://github.com/mandiant/Vulnerability-Disclosures/blob/master/2026/MNDT-2026-0042.md
https://github.com/mandiant/Vulnerability-Disclosures/blob/master/2026/MNDT-2026-0041.md
https://cyber.gc.ca/en/alerts-advisories/barracuda-networks-security-advisory-av26-1112
https://github.com/mandiant/Vulnerability-Disclosures/blob/master/2026/MNDT-2026-0042.md
https://github.com/mandiant/Vulnerability-Disclosures/blob/master/2026/MNDT-2026-0041.md
https://trust.barracuda.com/security/pre-authentication-authorization-bypass-command-injection
https://github.com/mandiant/Vulnerability-Disclosures/blob/master/2026/MNDT-2026-0042.md
https://github.com/mandiant/Vulnerability-Disclosures/blob/master/2026/MNDT-2026-0042.md
https://github.com/mandiant/Vulnerability-Disclosures/blob/master/2026/MNDT-2026-0041.md

CYBER NETWORK APPLIANCES - RESPONSE

PRODUCT MATRIX

CVE-2026-116606 CVE-2026-111560 (INJECTION),

PRODUCT (BYPASS) VULNERABLE UP TO PATCH

Email Security Before 9.4.0.030 9.4.0.27 BNSF-40425 (9.4.017+) /
Gateway BNSF-40430 (older)
Load Balancer Not affected 6.4.0 BNADC-16586

ADC

Web Application Not affected 11.0.1 BNADC-16586
Firewall

Web Security Not affected 16.1.100.100 BNYF-24789
Gateway

Message Archiver  Not affected 5.5.4.0 BNMA-32468

WAF Control Not affected 2.21 BNWF-60060
Center

Versions from the CVE record and Mandiant; patch IDs from Barracuda's advisory. [22] [23] [24] Version numbering
differs between sources (for example 9.4.0.030 vs 9.4.017), so confirm your build with Barracuda Support.

What defenders should look for Contain, remediate, verify
¢ Exposure: which networks can reach each 0 Restrict admin interfaces to trusted internal
appliance's admin Ul. Test from internet-facing and management networks. [22]
user segments, separately from mail or web traffic. e Confirm each appliance has the latest firmware, then
¢ Audit trail: configuration imports or restores, timezone apply its patch: ESG BNSF-40425 (9.4.017 and later)
changes, and new administrators that don't match or BNSF-40430 (older); ADC & WAF BNADC-16586;
maintenance records. Message Archiver BNMA-32468; WAF Control
 Appliance behaviour: unexpected outbound Center BNWF-60060; Web Security Gateway BNYF-
connections or processes; ask Barracuda Support for 24789. [22]
diagnostics. e If auto-patching didn't apply them, install manually
MAG212 ANALYSIS Scheduled restores and config pushes and turn auto-patching on. Devices several versions
create the same artifacts. Check against change records behind may need several steps; Barracuda says to
first. contact support. [22]

e If root access is suspected, preserve evidence with
vendor support before rebuilding, then rotate secrets
the appliance held.

e Verify: patch status on every node, including
standby units; the admin Ul is refused from
untrusted zones; mail flow, load balancing or
archiving works normally.
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MONTHLY UPDATES - NOV 2-4

CYBER MOBILE & BROWSER - PATCH LOAD

Android and Chrome: November's patch load

Android's November bulletin fixes a critical remote code execution flaw that needs no user interaction.
Chrome 157 fixes 213 security issues. Neither is reported as exploited, but both should go out this week.

Android: CVE-2026-58868

CONFIRMED The November 2026 Android Security
Bulletin, published November 2, lists CVE-2026-58868
as a Critical remote code execution flaw in Framework
that needs no extra privileges and no user interaction. It
affects Android 14, 15, 16 (including QPR2) and 17. Patch
level 2026-11-01 covers Framework and System; 2026-
11-05 or later fixes every issue in the bulletin. [27]
SecurityWeek counts more than 200 fixes across the
month's updates. [28]

UNKNOWN One outlet quoted an exploitation line, but it
is not tied to this CVE, and the bulletin we read shows no
exploitation note for it. We report it as not confirmed
exploited. [27]

What to do

o In your MDM, set a minimum security patch level of
2026-11-05 as devices receive it. Track which OEMs
and carriers have shipped it.

e Flag Android 13 and older devices: the bulletin's
affected list starts at 14, but older versions are out of
support.

e Restart after updating; check the patch level under
Settings » About phone (labels vary by maker).

Android - adb - managed test device

READ-ONLY

USB debugging authorized by the device owner.

adb shell getprop \

ro.build.version.security patch
Expect 2026-11-05 or later. Shows patch level only; it
cannot detect compromise. Syntax reviewed against official

documentation. Not executed against live systems for this
issue; no output is shown.
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Chrome 157

CONFIRMED Chrome 157 (157.0.8103.38/.39 for Windows
and macOS, .38 for Linux) brings 213 security fixes,
seven rated Critical. They include bugs in the Dawn
(WebGPU) and ANGLE graphics components. Google
does not report exploitation in the wild. [30] [29]

What to do

e Push Chrome 157 through your browser management
policy and enforce a restart deadline.

e Chromium-based browsers (Edge, Brave and others)
follow on their own schedules; track each vendor.

e Kiosks, signage and lab machines often lag. Check
them explicitly.

Also this week: REPORTED Google says it
dismantled XCPE, a botnet of about 1.3 million
Android devices that it says was built and run by
device maker Videostrong Technology. [37]
MAG212 ANALYSIS Cheap, uncertified Android TV
boxes on school or office networks deserve a
network audit.

For staff: install updates when the phone or
browser asks, then restart. "Later" is how
outdated devices stay outdated.
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CYBER UPDATES - CORRECTIONS

Updates on earlier coverage

What changed since our November 3 and 4 issues. We only repeat a story when something new has
happened.

NODE-RED - NOV 4

Siemens widens 10T2050 advisory to
four models

CONFIRMED Siemens' SSA-834709 V1.1 now covers
SIMATIC 10T2050 Advanced, Basic, M.2 and SM
running Industrial OS below V4.3.4-1 with Node-
RED installed (CVE-2026-58115, CVSS 10.0 in both
3.1and 4.0). The fix shipped with the original August
11 advisory. Siemens' mitigations are to uninstall
Node-RED or harden it. [31] VulnCheck lists the flaw
in its own KEV catalog after a canary hit on October
30; itis not in CISA's, according to VulnCheck. [32]

Quick check: curl -fsS
https://NODE_RED HOST/auth/login returns {} when
no admin authentication is configured. [38]

WORDPRESS - DEADLINE NOV 6
CVE-2026-119977: federal deadline
tomorrow

CONFIRMED The Canadian Cyber Centre's AV26-
117 confirms the November 3 KEV listing. CISA's
federal due date is November 6. [35] [36] REPORTED
Rescana (updated Nov 5) reports attack attempts
but no confirmed compromises; Wordfence free
users get the firewall rule on Nov 27. [36] Patch to
7.1.4 or your branch fix today.

APT29 MOBILE - NOV 4

CISA adds Apple flaw from APT29
chain to KEV

REPORTED According to Security Affairs, CISA
added CVE-2024-27834, a Pointer Authentication
bypass (CVSS 5.5), to KEV on November 4 with a
November 18 federal deadline. It was part of the iOS
chain Sekoia tied to APT29 in our November 4 issue.
Fixed in i0OS/iPadOS 16.7.8 and 17.5, Safari 17.5 and
macOS Sonoma 14.5. [33] [34]

Action: enforce a current iOS minimum in MDM.

CPGUARD

No new vendor details

UNKNOWN We found no new OPSSHIELD
disclosure after November 3. Our November 4
recovery guidance stands: update, check for
artifacts, and rotate the root, SSH, database and
cloud secrets that were exposed.

CORRECTIONS TO THE EARLY DRAFT OF THIS ISSUE

DRAFT ITEM

Rails critical flaw "CVE-2026-122006"

"CERT-In designated Crafty Falcon"

OpenAl evaluation, Apple iCloud link
checks, NHS CC-4884

Zyxel "Kapibala campaign", firmware
"unknown"
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FINDING ACTION
No such record found; advisory GHSA-f3w6-w445- Corrected
fwh9 says "No known CVE"

The designation is CSIRT-Fin's Corrected
No primary source found Removed
Name appears only in a URL; firmware not reported Reworded
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Defender's Action Desk

Ordered by urgency. "Done when" is the evidence that closes each item.

WHO

Network, schools,
MSPs

Dev and platform
teams

Rails owners

Federal and
WordPress admins

Email and network
appliance owners

Fintech and
payments

Endpoint / MDM

OT owners

Quick win. Most of today's attacks need the
attacker to reach a management interface first:
the switch Ul, the appliance admin page, the
Node-RED editor. One firewall review of

ACTION

Restrict GS1900 web management to an admin VLAN,
then install Patch 3 on every model, including June-
patched ones.

Rotate secrets stored with affected Al developer
platforms; cap and monitor Al provider keys.

Upgrade to 8.0.5.2 / 8.1.4.1 with mini_magick 5.1+;
rotate secret key base if using Disk service.

Patch WordPress to 7.1.4 or the branch fix before the
Nov 6 deadline.

Close Barracuda admin interfaces to untrusted
networks; apply product patches.

Separate staging from production credentials; alert on

SSM/Lambda changes and micro-then-large transfers.

Android patch level 2026-11-05; Chrome 157; current
iOS minimum.

10T2050 (all four models): V4.3.4-1, or remove or
harden Node-RED.

management access closes several doors at

once.
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CYBER DEFENDER'S ACTION DESK

DONE WHEN

Firmware ends .3)C0; Ul
unreachable from user
VLANS

Old values rejected; usage at

baseline

All web and worker images
on fixed versions

Version confirmed on every

site

Patch confirmed on all
nodes, standbys included

Staging identity cannot call
production payout APIs

Compliance report shows
targets met

/auth/login no longer
returns {}

Patched isn't finished. Zyxel's June fix didn't
hold, Rails needs secret rotation, and vendor
breaches need key rotation. Close tickets on
evidence, not on the act of installing.



CYBER AWARENESS LESSON

Five-minute lesson: "Fixed" needs proof

A short briefing for staff and leaders, drawn from today's stories. Use it in a team meeting or newsletter.

For everyone For leaders: three questions this week

0 Update, then restart. Phones and browsers o Can a student, guest or ordinary staff device
only switch to the fixed version after a restart. reach our network equipment's admin pages?

e Expect convincing follow-up scams. When a e Which outside platforms hold our passwords
company you deal with reports a breach, and keys, and would they tell us quickly if they
criminals can quote real support cases and were breached?

names. Verify any request by calling a number
you already trust.

When IT says "patched", what evidence do we

get? A version check and a test, or just a ticket?

e Never paste keys or passwords into chat,
tickets or Al tools. Today's breaches show that
stored secrets get stolen and resold within
minutes.

Each question maps to an item on the Action Desk.

0 Report payment oddities. A tiny unexplained
transfer can be a test before a big one.

[ ] My phone shows this month's security
update

PRINT AND POST - BREAK-ROOM CARD

Updateit.
Restartit.
Proveit.

Free to reuse internally, with credit to MAG212 CYBER.

[ ] Irestarted my browser today
[] 1 verify unexpected requests by phone
[ ] 1 don't paste secrets into chats or Al tools

E] | report odd payments right away

CYBER
Get the Daily free

Verified, source-linked cyber intelligence Subscribe free - cyber.mag212.com/subscribe-free
with practical defensive steps, for

engineers, IT managers, MSPs, school IT
teams and business owners.
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(415

Source register

Research cutoff: 06:30 PST (14:30 UTC), November 5, 2026. Numbers match the bracketed links in each article.
"Retrieved" means the source was opened during verification. CISA's website could not be reached during this run, so

KEV statuses are attributed to the sources that report them.

1

10

n

12

Zyxel security advisory: out-of-bounds write in GS1900
series switches (CVE-2026-107441)
Zyxel - Nov 3, 2026 - Vendor - retrieved

CVE-2026-107441 record (CNA score, CISA SSVC
enrichment)
CVE Program - Nov 3-5, 2026 - Registry - retrieved

Zyxel GS1900 RCE (CVE-2026-107441), BRLY-2026-057
Binarly - Nov 3, 2026 - Researcher - cited via coverage or not
fully retrieved

Zyxel GS1900 CVE-2026-107441 exploit
Help Net Security - Nov 5, 2026 - Journalism - retrieved

Zyxel switch hacks blamed on patched flaw actually
exploited a zero-day
SecurityWeek - Nov 5, 2026 - Journalism - retrieved

Zyxel GS1900 zero-day CVE-2026-107441 (Binarly findings)
SecurityOnline - Nov 2026 - Journalism - retrieved

Switch GS1900 series V2.90 Patch 3 firmware release
Zyxel Community - Oct 23, 2026 - Vendor - retrieved

Zyxel switches CVE-2026-7273 vulnerability exploited
(GreyNoise figures)
Help Net Security - Sep 22, 2026 - Journalism - retrieved

CIAD-2026-0058: Escalation of Al-driven attacks on BFSI
entities by threat actor CRAFTY FALCON
CERT-In - Nov 4, 2026 - Government - retrieved

CIAD-2026-0046: Threat actors exploiting payment and
disbursement APIs in BFSI entities
CERT-In - Oct 9, 2026 - Government - retrieved

CERT-In flags Al threat actor targeting BFSI payment APIs
MediaNama - Nov 5, 2026 - Journalism - retrieved

Backdoored Docker image for ARTEX Al pentest tool
The Hacker News - Nov 5, 2026 - Journalism - retrieved
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13

14

15

16

17

18

19

20

21

22

23

24

Al-linked breaches mount as WorkOS, Northflank,
Trigger.dev disclose hacks
SecurityWeek - Nov 4, 2026 - Journalism - retrieved

October 30th, 2026 data security incident
WorkOS - Nov 2, 2026 - Vendor - retrieved

Security incident, November 2026
Trigger.dev - Nov 1, 2026 - Vendor - retrieved

Security incident notice
Chainstack - Nov 2026 - Vendor - cited via coverage or not fully
retrieved

Black October for Al developer platforms
Wiz - Nov 2026 - Researcher - cited via coverage or not fully
retrieved

Rails 8.0.5.2 and 8.1.4.1 have been released
Ruby on Rails - Nov 4, 2026 - Project - retrieved

GHSA-f3w6-w445-fwh9: Active Storage image analysis file
read/write
Rails (GitHub) - Nov 4, 2026 - Project - retrieved

GHSA-v924-7rp8-4mxh: Active Storage media processing
via file extension
Rails (GitHub) - Nov 4, 2026 - Project - retrieved

activestorage versions
RubyGems - Accessed Nov 5, 2026 - Registry - retrieved

Pre-authentication authorization bypass and command
injection
Barracuda Trust Center - Nov 2, 2026 - Vendor - retrieved

MNDT-2026-0042: Barracuda ESG authorization bypass
Mandiant - Nov 2026 - Researcher - retrieved

MNDT-2026-0041: Barracuda command injection
Mandiant - Nov 2026 - Researcher - retrieved
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https://www.helpnetsecurity.com/2026/09/22/zyxel-switches-cve-2026-7273-vulnerability-exploited/
https://www.helpnetsecurity.com/2026/09/22/zyxel-switches-cve-2026-7273-vulnerability-exploited/
https://www.cert-in.org.in/s2cMainServlet?pageid=PUBVLNOTES02&VLCODE=CIAD-2026-0058
https://www.cert-in.org.in/s2cMainServlet?pageid=PUBVLNOTES02&VLCODE=CIAD-2026-0058
https://www.cert-in.org.in/s2cMainServlet?pageid=PUBVLNOTES02&VLCODE=CIAD-2026-0046
https://www.cert-in.org.in/s2cMainServlet?pageid=PUBVLNOTES02&VLCODE=CIAD-2026-0046
https://www.medianama.com/2026/11/223-cert-in-ai-threat-actor-bfsi-payment-api/
https://thehackernews.com/2026/11/backdoored-docker-image-for-artex-ai.html
https://www.securityweek.com/ai-linked-breaches-mount-as-workos-northflank-trigger-dev-disclose-hacks/
https://www.securityweek.com/ai-linked-breaches-mount-as-workos-northflank-trigger-dev-disclose-hacks/
https://workos.com/security/bulletins/october-30th-2026-data-security-incident
https://trigger.dev/blog/security-incident-nov-2026
https://chainstack.com/security-incident-nov-2026/
https://www.wiz.io/blog/black-october-for-ai-developer-platforms
https://rubyonrails.org/2026/11/4/Rails-8.0.5.2-and-8.1.4.1-have-been-released
https://github.com/rails/rails/security/advisories/GHSA-f3w6-w445-fwh9
https://github.com/rails/rails/security/advisories/GHSA-f3w6-w445-fwh9
https://github.com/rails/rails/security/advisories/GHSA-v924-7rp8-4mxh
https://github.com/rails/rails/security/advisories/GHSA-v924-7rp8-4mxh
https://rubygems.org/gems/activestorage/versions
https://trust.barracuda.com/security/pre-authentication-authorization-bypass-command-injection
https://trust.barracuda.com/security/pre-authentication-authorization-bypass-command-injection
https://github.com/mandiant/Vulnerability-Disclosures/blob/master/2026/MNDT-2026-0042.md
https://github.com/mandiant/Vulnerability-Disclosures/blob/master/2026/MNDT-2026-0041.md

CYBER SOURCES & PUBLICATION NOTES

Source register (continued)

25 Barracuda patches Email Security Gateway vulnerabilities 32 Exploitation targeting Node-RED
that could lead to root access VulnCheck - Nov 2, 2026 - Researcher - retrieved
ThaiCERT - Nov 5, 2026 - Government - retrieved 33 U.S. CISA adds Apple flaw to its Known Exploited
26 Barracuda Networks security advisory (AV26-1112) Vulnerabilities catalog
Canadian Centre for Cyber Security - Nov 2026 - Government - Security Affairs - Nov 5, 2026 - Journalism - retrieved
retrieved 34 Poisoned Source: APT29 watering holes target mobile
27 Android Security Bulletin, November 2026 devices with n-day exploits
Google / AOSP - Nov 2, 2026 - Vendor - retrieved Sekoia TDR - Nov 4, 2026 - Researcher - retrieved
28 Android's November 2026 updates patch over 200 35 WordPress security advisory (AV26-1117)
vulnerabilities Canadian Centre for Cyber Security - Nov 3, 2026 - Government -
SecurityWeek - Nov 3, 2026 - Journalism - retrieved retrieved
29 Stable channel update for desktop (Chrome 157) 36 WordPress Core 7.1.4 upgrade-window race RCE (timeline,
Chrome Releases - Nov 4, 2026 - Vendor - cited via coverage or upd. Nov 5)
not fully retrieved Rescana - Nov 5, 2026 - Analysis - retrieved
30 Chrome 157 rolls out with 213 security fixes, seven rated 37 Google dismantles XCPE botnet of 1.3 million Android
critical devices
SecurityWeek - Nov 4, 2026 - Journalism - retrieved SecurityWeek - Nov 3, 2026 - Journalism - cited via coverage or
31 SSA-834709 (V11): SIMATIC 16T2050 Node-RED not fully retrieved
Siemens ProductCERT - Nov 4, 2026 - Vendor - retrieved 38 Admin API: GET /auth/login
Node-RED documentation - Accessed Nov 5, 2026 - Project -
retrieved
Visuals. The cover and Figures 1-5 are original Commands. All command panels were checked
vector graphics by MAG212 CYBER. They are against documentation and not executed against
conceptual explanations, not incident imagery or live systems. Placeholders are in CAPITALS. Use
vendor screenshots. only on systems you are authorized to manage.

Verification method. Seven independent research passes checked every claim in the early draft against
vendor advisories, government alerts, researcher publications and project releases, followed by a combined
fact-check. The full report accompanies this issue's publishing package.

Author: EI Mostafa Ouchen - MAG212 CYBER - cyber.mag212.com - Free subscription:
https://cyber.mag212.com/subscribe-free/
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https://cyber.mag212.com/
https://cyber.mag212.com/subscribe-free/
https://www.thaicert.or.th/en/2026/11/05/barracuda-patches-email-security-gateway-vulnerabilities-that-could-lead-to-root-access/
https://www.thaicert.or.th/en/2026/11/05/barracuda-patches-email-security-gateway-vulnerabilities-that-could-lead-to-root-access/
https://cyber.gc.ca/en/alerts-advisories/barracuda-networks-security-advisory-av26-1112
https://source.android.com/docs/security/bulletin/2026/2026-11-01
https://www.securityweek.com/androids-november-2026-updates-patch-over-200-vulnerabilities/
https://www.securityweek.com/androids-november-2026-updates-patch-over-200-vulnerabilities/
https://chromereleases.googleblog.com/2026/11/stable-channel-update-for-desktop.html
https://www.securityweek.com/chrome-157-rolls-out-with-213-security-fixes-seven-rated-critical/
https://www.securityweek.com/chrome-157-rolls-out-with-213-security-fixes-seven-rated-critical/
https://cert-portal.siemens.com/productcert/html/ssa-834709.html
https://www.vulncheck.com/blog/exploitation-targeting-node-red
https://securityaffairs.com/202464/hacking/u-s-cisa-adds-apple-flaw-to-its-known-exploited-vulnerabilities-catalog.html
https://securityaffairs.com/202464/hacking/u-s-cisa-adds-apple-flaw-to-its-known-exploited-vulnerabilities-catalog.html
https://www.sekoia.com/blog/poisoned-source-apt29-watering-holes-targets-mobile-devices-with-n-day-exploits
https://www.sekoia.com/blog/poisoned-source-apt29-watering-holes-targets-mobile-devices-with-n-day-exploits
https://www.cyber.gc.ca/en/alerts-advisories/wordpress-security-advisory-av26-1117
https://www.rescana.com/post/wordpress-core-7-1-4-upgrade-staging-race-rce
https://www.rescana.com/post/wordpress-core-7-1-4-upgrade-staging-race-rce
https://www.securityweek.com/google-dismantles-xcpe-botnet-of-1-3-million-android-devices/
https://www.securityweek.com/google-dismantles-xcpe-botnet-of-1-3-million-android-devices/
https://nodered.org/docs/api/admin/methods/get/auth/login/

